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Fastighets- och servicenamnden

Forsiljning och godkinnande av forsiljningsvillkor for
tomtriitten Stockholm Provroret 16 (tidigare Ornsbergs
familjecentral)

{'.irendebeskrivning
Arendet avser beslut om godkinnande av forsiljning av tomtratten
Stockholm Provroret 16.

Beslutsunderlag
Forvaltningsdirektorens tjansteutldtande
Styrelsebeslut Locum AB 2021-06-17
Kopeavtal med bilagor, inklusive kopebrev
Kalkyl

Forslag till beslut
Fastighets- och servicenimnden foreslas besluta foljande.

1. Forsdljningen av tomtratten Stockholm Provroret 16, i enlighet med
villkoren i kopeavtalet mellan Botrygg Forvaltningsfastigheter AB och
Region Stockholm for en kopeskilling om sjuttio miljoner kronor
(70 000 000 kronor) godkanns.

2. Kopeavtalet, inklusive kopebrev, avseende tomtratten till Stockholm
Provroret 16 godkanns.

3. Locum AB uppdras att verkstalla forsaljningen avseende tomtratten
Stockholm Provroret 16 i enlighet med villkoren i kopeavtalet och
kopebrevet samt att underteckna dessa.

4. Beslutet om forsiljning av tomtratten Stockholm Provroret 16 justeras
omedelbart.



JJ& Region Stockholm

Fastighetsverksamheten TJANSTEUTLATANDE
Handlaggare

2 (7)

2021-05-28 FSN dnr 2021-0277
LOC dnr 2019-0893
Klass: K1

Fastighets- och servicenamnden

Forvaltningens forslag och motivering

Sammanfattning

Region Stockholm ar lagfaren innehavare av tomtratten till fastigheten
Stockholm Provroret 16, med byggnaden for Ornsbergs behandlingshem.
Regionen har ingen egen verksamhet i byggnaden och lokalerna ar fullt
uthyrda till Stockholms stad, Socialférvaltningen.

Landstingsfullmaktige andrade 2016 kategoritillhorighet for tomtratten
Stockholm Provroret 16 fran strategiskt till marknadsfastighet (LS 2015-
1382).

Under senhosten 2019 inleddes forsiljningen av tomtréitten Stockholm
Provroret 16. Liksom hela samhallet paverkades dven forsiljningen av
pandemin och visningar av forsaljningsobjektet var bland annat inte mojligt
vilket ledde till att reviderade bud inkom forst i december 2020.

Forsaljningen har genomforts genom en bred marknadsforing paA marknaden
och genom ett villkorslost anbudsforfarande.

Efter att budgivarna hade tagit del av forsiljningsunderlaget erholls forst
indikativa bud som sedan efter ytterligare information och visning
bekriftades i reviderade bud.

Botrygg lamnade hogst reviderat bud och genomférde en fullstindig
fordjupad forvarvsutredning, due diligence. Efter genomford
forvarvsutredning justerades priset till 70 Mkr.

Enligt 6verlatelseavtalet frantrader Region Stockholm tomtratten Stockholm
Provroret 16 den 1 september, 2021.

Tomtrétten ar en marknadsfastighet dar regionen inte bedriver ndgon
verksamhet. Den sammantagna bedomningen ar att forsiljningen har kunnat
genomforas pa ett korrekt sitt och att regionen har erhallit ett marknadspris
for tomtratten med sammantaget goda villkor for 6verlatelsen.
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Bakgrund
Region Stockholm &r lagfaren innehavare av tomtritten till fastigheten
Stockholm Provroret 16. Regionen har ingen egen verksamhet i byggnaden.

Tomtritten Stockholm Provréret 16, eller Ornsbergs behandlingshem, ligger i
Ornsberg, Hagersten, Stockholm.

Karta Eniro
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Fastighetskarta, ur forsiljningsmaterialet.

P& tomtratten finns en byggnad med en uthyrbar area om cirka 1800
kvadratmeter. Samtliga lokaler ar uthyrda till Stockholms stad,
Socialférvaltningen, som behandlingshem, slutenvard f6r behandling av
personer med missbruksproblem och psykisk ohélsa. Vid forsiljningen
overlats hyresavtalen knutna till tomtratten till den nya dgaren och
hyresgisten har fortsatt samma rattigheter och skyldigheter som idag.

Region Stockholm dger tomtritten till fastigheten Stockholm Provroret 16
och Stockholms stad dger fastigheten. Genom tomtrattsavtalet styr
fastighetsidgaren andamalet och anvindning av tomtratten.
Tomtrattsavgilden sétts aven utifran andamal och anvandning. For att andra
anviandningen av en tomtrétt behovs bland annat bade en ny detaljplan samt
ett nytecknat tomtrattsavtal med en avgéld som baseras pa ett eventuellt nytt
dndamal och anvandning.
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Landstingsfullméktige dndrade 2016 kategoritillhorighet for tomtratten
Stockholm Provroret 16 fran strategisk till marknadsfastighet (LS 2015-
1382).

Overviganden
Under hosten 2019 inleddes en process for forsaljningen av tomtratten
Stockholm Provroret 16.

For att regionen ska erhélla marknadspris for tomtratten samt sikerstélla
efterlevnaden av bland annat EU regler om otillatet statsstod, ska objektet
marknadsforas brett pa den 6ppna marknaden och 6verlatelsen ska sedan
foregas av ett villkorslost anbudsforfarande.

En transaktionsradgivare anlitades for att driva forsaljningsprocessen och
marknadsfora objektet pd den 6ppna marknaden. Informationsinsamling och
uppdatering av den tidigare insamlade fastighetsinformationen pagick under
hosten 2019 och vintern 2020 och under vintern 2020 marknadsfordes
forsaljningsobjektet via transaktionsradgivarnas marknadsforingskanaler,
natverk och kundregister samt genom annonsering i externa kanaler sa som
dagspress.

Indikativa bud inkom i februari 2020. Forsiljningsprocessen paverkades
darefter pa flera siatt av Coronapandemin. Hyresgéasten, Socialforvaltningen,
Stockholms stad, hade med sin verksamhet ett strikt besoksforbud fran och
med varen 2020 vilket omdgjliggjorde visningar och gjorde att hela
forsiljningsarbetet pausades. Under oktober 2020 aterupptogs
forsiljningsarbetet da hyresgisten kunde medge visningar av lokalen. I
december inkom budgivarna med reviderade bud.

Botrygg AB inkom med det hogsta budet och fick darmed inleda due
diligence, fordjupad undersokning eller fordjupad forvarvsutredning, av
tomtratten. Den fordjupade undersokningen pagick under bade vintern och
varen med bland annat utredningar kring tomtratten med aldre
overenskommelser med Stockholms stad samt driftkostnader och
mediaforbrukning. En differens i kostnaderna for media, framforallt el och
fjarrvarme, jAmfort med det initiala underlaget identifierades av koparen
vilket foranledde en justering av priset.

Under den senare delen av den fordjupade utredningen inleddes
slutforhandling mellan anbudsgivaren och Region Stockholm vilket
utmynnade i kopeavtal med bilagor, se vidare bilaga 1.
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Forséljningen av tomtratten Stockholm Ingulv 1, Spadnga Familjecentral,
drevs parallellt med denna forsiljning via samma transaktionsradgivare men
som tva separata forsaljningar. Det fanns med andra ord mojlighet att lamna
bud pa ett av objekten eller pa bada objekten men di med separata bud for
respektive objekt.

Kopare av tomtratten Stockholm Provroret 16 ar Botrygg
Forvaltningsfastigheter AB, 556730-2905. Botrygg ar ett privat bygg-och
fastighetsbolag som inriktar sig pa hyres- och bostadsritter samt
samhallsfastigheter. Koncernen forvaltar cirka 4500 bostader och ett
femtiotal samhallsfastigheter. Se vidare www.botrygg.se.

Koparen tilltrader tomtratten den 1 september enligt 6verlatelseavtalet.

Locum AB:s ansvar for drift och skotsel kvarstar fram till tilltradet.

Ekonomiska konsekvenser

Nir Fastighets- och servicendimndens beslut vunnit laga kraft och
kopekontraktet undertecknats erhéller Region Stockholm 7 miljoner kronor,
motsvarande 10 procent av kopeskillingen.

Pa tilltradesdagen skall kbparen till Region Stockholm erldgga resterande del
av kopeskillingen, 63 miljoner kronor, mot att regionen utfardar kopebrev.

Total resultateffekt for Region Stockholm av forsaljningen av tomtratten
Stockholm Provroret 16 6ver den kommande fyradrsperioden uppgar till

55 360 000 kronor efter avdrag for bokfort varde och projekt- och
transaktionskostnader. Motsvarande resultatpaverkan for
Landstingsfastigheter ar 55 699 000 kronor. Ytterligare detaljer framgar ur
kalkyl, bilaga 2.

Anette Henriksson
Forvaltningschef



JJ& Region Stockholm

Fastighetsverksamheten TJANSTEUTLATANDE
Handlaggare

7 (7)

2021-05-28 FSN dnr 2021-0277
LOC dnr 2019-0893
Klass: K1

Fastighets- och servicenamnden

Beslutsexpediering:

Akt

Locum AB

Regionledningskontoret, registrator
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Datarumsmaterialet

Likvidavrdkning

Kopebrev

Fastighetsregistret

Energideklaration

Overenskommelse med Stockholms stad
Hyresavtalen

Koparens registreringsbevis
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KOPEAVTAL

Detta kopeavtal (“Avtalet”) har denna dag traffats

MELLAN:

1)

Region Stockholm, org.nr 232100-0016, Landstingsfastigheter
Stockholm, Box 4180, 102 64 Stockholm (”Séljaren”); och

Botrygg Forvaltningsfastigheter AB, Box 335, 581 03 Linkoping,
org.nr 556730-2905 ("Koparen”).

Parterna ovan bendmns hérefter gemensamt som “Parterna” och var for sig

som “Part”.

1.1

1.2

BAKGRUND

Séljaren ér civilrattslig och lagfaren innehavare av tomtrétten till
fastigheten Stockholm Provroret 16 (" Tomtrétten”).

Séljaren vill nu dverlata Tomtrétten till Koparen och Koparen vill
forvdarva Tomtrétten fran Séljaren pa de villkor som framgar av
Avtalet.

DEFINITIONER

I detta Avtal ska nedan angivna begrepp ha den betydelse som
anges nedan om inte annat framgar av sammanhanget eller
omstdndigheterna. Vid bristande 6verensstimmelse mellan en
definition i denna punkt och en definition i den l6pande texten ska
den senare definitionen ha foretréade:

”Avtal” avser detta kopeavtal och samtliga bilagor dartill;

”Avtalsdagen” avser den dag Koparen och Séljaren har
undertecknat Avtalet;

"Bankdag” avser sadan dag dé affarsbanker i Sverige haller 6ppet
for allmanheten;

"Brist” avser att ett av Sdljaren i Garantierna utfast forhallande inte

foreligger;
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"Datarumsmaterialet” avser all den skriftliga information
(inklusive Q&A) som Séljaren har lamnat till Képaren eller dess
radgivare avseende Tomtrétten i samband med s.k. due diligence
av Tomtrétten, och som finns samlat i det digitala datarummet pa
Avtalsdagen och fortecknat i Bilaga 2.A ("Datarumsmaterialet”);

"Forlust” avser den direkta kostnad, brist eller forlust som en Brist

innebér for Koparen.
"Garantierna” avser de garantier som lamnas av Séljaren i punkt 9;
“Handpenningen” har den betydelse som anges i punkt 4.2 (a);

"Hyresavtalen” avser samtliga de hyresavtal som finns avseende
Tomtrétten per Tilltradesdagen och som framgar av
Datarumsmaterialet och finns fortecknade i Bilaga 9.3.1;

"Koparen” har den betydelse som anges i punkt (2) i ingressen;
"Kopeskillingen” har den betydelse som anges i punkt 4.1;
"Likvidavrikningen” har den betydelse som anges i punkt 5.2;
"Part” avser Siljaren eller Kdparen, var for sig;

"Parterna” avser Séljaren och Kdparen gemensamt;
"Regionen” avser Region Stockholm;

”Siljaren” har den betydelse som anges i punkt 1) i ingressen;

"Siljarens Konto” avser Séljarens bankkonto i Swedbank med
clearingnummer 8901-1 och kontonummer 903 434 294;

"Tilltradet” avser fullbordandet av de dtgarder som anges i punkt
8;

"Tilltradesdagen” avser den dag som infaller tio (10) Bankdagar
efter att villkoret i punkt 17.1 har uppfyllts, dock tidigast den 1
september 2021;

"Tomtratten” har den betydelse som anges i punkt 1.1;

"Undertecknandedagen” avser den dag Koparna undertecknar
Avtalet for att det ska kunna ligga till grund for beslut enligt punkt
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3.1

3.2

41

4.2

4.3

51

52

17.1, vilket kommer ske i samband med att Parterna dr 6verens om

Avtalets innehall.

OVERLATELSEFORKLARING

Séljaren overldter harmed Tomtrétten till Koparen och Képaren
forvarvar harmed Tomtratten fran Siljaren pa de villkor som
framgar av Avtalet.

Innehavet av Tomtrétten 6vergar fran Séljaren till Képaren pa
Tilltradesdagen efter det att Kopeskillingen har betalats och

kopebreven har 6verlamnats.

KOPESKILLING

Kopeskillingen for Tomtratten uppgar till sammanlagt
sjuttiomiljoner (70 000 000) kronor (”"Kopeskillingen”).

Koparen ska erligga Kopeskillingen genom insittning pa Séljarens
Konto enligt foljande:

(@) ett belopp som sjumiljoner (7 000 000) (“Handpenningen”) att
erldggas kontant pa Avtalsdagen; och

(b) kontant pa Tilltradesdagen resterande del av Kopeskillingen,
justerad med beloppet enligt Likvidavrdkningen.

Alla betalningar enligt detta Avtal ska ske med valutadag pa
betalningsdagen.

KOSTNADER OCH INTAKTER

Kostnader for och intdkter fran Tomtratten for tiden fore
Tilltradesdagen belastar respektive tillkommer Séljaren. Kostnader
och intdkter frdn Tomtritten for tiden fran och med Tilltrddesdagen
belastar respektive tillkommer Koparen. Motsvarande fordelning
ska goras avseende skatter, driftskostnader och 6vriga utgifter.

Séljaren ska pa tilltradesdagen ta fram en likvidavrdkning enligt
mall i Bilaga 5.2 (“Likvidavrakning”). I likvidavrakningen ska, sa
langt det ar mojligt, en fordelning mellan Koparen och Séljaren av

de kostnader och intdkter som harror frdn Tomtrétten ske enligt
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punkt 5.1. Likvidavrakningsbeloppet ska regleras mellan Parterna
samtidigt med Kopeskillingens erldggande.

Inkomst eller utgift som rétteligen skulle ha intagits i Likvid-
avrdkningen och som uppkommer eller blir kand forst efter
Tilltrddesdagen ska omedelbart regleras mellan parterna i enlighet
med principerna i punkt 5.1. Sddant ansprak ska dock meddelas
nittio (90) dagar efter Tilltradesdagen varefter rétten till ansprak
enligt denna punkt 5.3 &r forfallen.

TIDEN MELLAN AVTALSDAGEN OCH TILLTRADES-
DAGEN

Under tiden mellan Avtalsdagen och Tilltrddesdagen ska Séljaren,
om annat inte framgdr av detta Avtal, fortsdtta att forvalta
Tomtrétten pa sedvanligt satt. Sdljaren forbinder sig vidare under
samma tid att, om annat inte framgar av detta Avtal, inte utan
Koparens skriftliga godkdnnande sédga upp, dndra eller trédffa nya
Hyresavtal, ingd andra vasentliga avtal eller fatta eller verkstilla
viktigare beslut angdende Tomtritten.

SKADA PA TOMTRATTEN OCH FORSAKRING

For det fall Tomtrédtten pa grund av en intrédffad skada har skadats
eller forsamrats under tiden fran det att Képaren undertecknat
Avtalet och fram till och med Tilltrddesdagen ska Avtalet d&nda sta
fast och Koparen vara skyldig att erldgga Kopeskillingen enligt
Avtalet om inte annat framgar av punkt 7.3.

Koparen ska da hantera samtliga fragor i anledning av skada och
forsdkringsansprak. Koparens kostnad for att atgarda skadan,
eventuell sjdlvrisk om skadan tdcks av Sdljarens forsdkring samt
eventuell skada som dsamkas Koparen och som inte tdcks av
forsakringsersattning ska slutligen béras av Séljaren.

Om Tomtritten drabbas av skada eller forsamring fore eller pa
Tilltrddesdagen dér den uppskattade kostnaden for atgardandet
och den direkta skadan (inklusive hyresbortfall och bortfall av
hyrestilldgg), efter tillgodordknande av forsdakringsersdttning samt
erldggande av sjdlvrisk, overstiger ett belopp om 11 250 000 kronor
har vardera Part ratt att frantrdda Avtalet utan ndgon ersattnings-
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8.1

8.2

8.3

skyldighet mot den andra Parten. Eventuella fullgjorda prestationer

ska darvid aterga och Handpenningen aterbetalas utan drojsmal.

TILLTRADET

Tilltrade ska dga rum pa Tilltradesdagen med start klockan 10.00 i

Flood Herslow Holme Advokatbyras lokaler pa adressen

Jakobsbergsgatan 7 i Stockholm.

Pa Tilltradesdagen ska Koparen till Sdljaren erlidgga den resterande

delen av Kopeskillingen justerad med balansen i Likvidavrak-

ningen enligt punkt 5.2 med Tilltrddesdagen som valuteringsdag.

Pa Tilltradesdagen ska Siljaren:

(@)

(d)

Transaktion 09222115557447524131

till Koparen overldmna vederborligen undertecknat och
bevittnade kopebrev i original avseende Tomtritten enligt
mall i Bilaga 8.3 (a) och till Koparen 6verldmna ovriga
handlingar nédvandiga for att Koparen ska erhélla full lagfart
for Tomtratten;

overldmna alla icke pantsatta fysiska pantbrev till Képaren
och sldppa alla icke pantsatta elektroniska pantbrev avseende
Tomtrétten och, om ndgot pantbrev &r pantsatt, 6verlamna en
skriftlig leveransforbindelse till Képaren utstélld av
nuvarande panthavare avseende alla pantsatta fysiska och
elektroniska pantbrev avseende Tomtrétten;

overlamna handlingar enligt 8a kap. 15 - 17 §§ mervardes-
skattelagen (1994:200) avseende Tomtrattens merviardes-
skattesituation per Tilltradesdagen till Képaren; och

overlamna nycklar och samtliga handlingar betrdffande
Tomtrédtten som finns i Séljarens besittning och som kan vara
av betydelse for Koparen i egenskap av dgare till Tomtritten,
sasom Hyresavtalen, ritningar, kartor, bygglovshandlingar,
allt material avseende pagdende fastighetsreglering och alla
andra existerande handlingar och avtal f6r Tomtrétten.
Koparen dar medveten om att originalhandlingar kan behova
kvarbli hos Séljaren i anledning av arkivlag/-reglemente eller
enligt annan lagstiftning. P4 Koparens begédran ska Siljaren
overldmna vidimerade kopior av sddana handlingar.

Signerat AC



8.4

8.5

8.6

8.7

9.1

9.11

Koparens betalningar som anges ovan i punkterna 4.2 och 8.2 ska
goras till fullo utan ratt for Koparen att innehalla ndgon del eller
kvittningsvis avrdkna nadgon fordran mot Séljaren.

Om Tilltrdde inte kommer till stand och detta beror pa Koéparens
eller Sdljarens underlatenhet att uppfylla sina respektive
skyldigheter i punkterna 8.2 och 8.3 ska Ktparen, vid Séljarens
bristande uppfyllelse, eller Séljaren, vid Képarens bristande
uppfyllelse, vara beréttigad att omedelbart hdva detta Avtal.
Séljaren ska vid Koparens bristande uppfyllelse ha ratt att behélla
erlagd Handpenning. Nagon annan pafoljd dn vad som anges i
denna punkt har Parterna inte rétt att gora géllande.

Samtliga atgarder enligt punkterna 8.2 och 8.3 ovan ska anses ske
simultant och saledes ska ingen Part ha ndgra forpliktelser att
utfora ovanstaende dtgdrder med mindre &n att den andre Parten
samtidigt fullgor samtliga sina forpliktelser. Tilltrddet ska inte
anses ha skett forran alla dtgarder enigt punkterna 8.2 och 8.3 ovan
har blivit fullgjorda eller den relevanta Parten har avstatt fran att
krdva fullgérande av dem

Vid Tilltradet ska Parterna underteckna en tilltridespromemoria
som bekréftelse pa att de atgdrder som anges i punkterna 8.2 och
8.3 utforts och som bekriftelse pa fullbordandet av verldtelsen
enligt detta Avtal.

SALJARENS GARANTIER

Séljaren lamnar foljande garantier till formén f6r Koparen. Bortsett
fran garantin i punkt 9.1.1 som lamnas pa Avtalsdagen avser dvriga
garantier forhallandena per Tilltrddesdagen.

Siljaren

Villkorat av lagakraftdgande beslut enligt punkt 17.1 i detta Avtal
har Séljaren erforderlig behorighet att inga detta Avtal och
underteckna samtliga andra dokument som ska undertecknas av
Séljaren i samband ddrmed, samt fullgora sina forpliktelser enligt
detta Avtal och enligt samtliga andra dokument relaterade till
Avtalet.
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9.2

9.21

9.2.2

9.23

924

9.25

9.2.6

9.2.7

9.2.8

9.29

Tomtritten m.m.
Séljaren é&r civilrittslig och lagfaren innehavare till Tomtrétten.

Séddana foremal pa Tomtrédttens mark och i Tomtréttens
anldggningar och byggnader, som enligt jordabalken kan vara
industri-, fastighets- eller byggnadstillbehor, dgs av Saljaren och
tillhor Tomtrétten, undantaget sidan egendom som &gs av
hyresgast. Om det finns egendom pa Tomtratten som till hor
Séljaren och som inte ska dverlatas till Képaren ska sadan egendom
vara avldgsnad fran Tomtritten senast pa Tilltradesdagen.

Tomtrétten besvaras inte av andra sokta eller beviljade
inteckningar, inskrivningar, av andra servitut eller andra
rattigheter som kan goras géllande i Tomtrétten och Tomtratten har
inte andel i andra gemensamhetsanlidggningar eller samfélligheter
utover vad som framgar av utdragen ur fastighetsregistret, Bilaga
9.2.3, Datarumsmaterialet, Hyresavtalen och i 6vrigt av detta Avtal.

Det finns inga inteckningar i Tomtréatten.

Bebyggelse tillhérande Tomtratten har uppforts i enlighet med
gdllande bygg- mark- och rivningslov, tillimpliga planer och
myndighetsbeslut och Tomtrétten anvéands i enlighet med nyss
namnda lov, planer och beslut;

Alla for Tomtratten forfallna tomtrattsavgélder, avgifter for
gatubyggnadskostnad, gatumarkserséttning, elanslutningskostnad,

VA-anslutningskostnad och fjarrvarmeanslutningskostnad m.m. ar
betalda.

Vid fall det foreligger anmérkningar i de rapporter eller protokoll
over besiktningar, inspektioner och kontroller avseende Tomtrétten
som upptas i Datarumsmaterialet, ska dessa vara dtgdrdade av
Séljaren senast pa Tilltrddesdagen eller annan senare dag som
Parterna 6verenskommer.

Energideklaration i enlighet med lag (2006:985) om energi-
deklaration for Tomtrétten har uppréttats, Bilaga 9.2.8.

Pa Tilltradesdagen finns det inget fran domstol eller annan

myndighet utfardat foreldggande betrdffande Tomtrétten, och
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9.2.10

9211

9.2.12

9.213

9214

9.215

9.3

9.3.1

9.3.2

9.3.3

savitt Saljaren kanner till férvéantas inte heller ndgot sddant
foreldggande.

Det finns ingen pagaende tvist, skiljeforfarande, tvist i
hyresndimnden, medlingsforfarande, skatte- eller avgiftsprocess
avseende Tomtrétten per Tilltradesdagen och Savitt Séljaren kanner
till &r inte heller nagra sddana tvister att forvéanta pa grund av
omstandighet som intriffat innan Tilltrddesdagen.

Tomtrétten &r inte foremal for expropriation eller liknande atgard
och, Savitt Saljaren kanner till, har inga forberedande atgarder
vidtagits eller &r att forvidnta avseende expropriation eller liknande
atgard.

Den 6verenskommelse som Sdljaren ingatt med Stockholms stad
och som bilagts hartill som Bilaga 9.2.12 utgor inte en del av
Tomrittsavtalet och kommer saledes inte bli gidllande mot Koparen.

Erforderligt systematiskt och kontinuerligt brandskyddsarbete har
bedrivits och dokumenterats avseende Tomtratten och samtliga de
skyldigheter som foljer av lagen (2003:778) om skydd mot olyckor
samt tillimpliga forordningar och foreskrifter med stod ddrav har
uppfyllts.

Tomtrétten &r forsdkrad till och med Tilltradesdagen i enlighet med
vad som framgar av Datarumsmaterialet och det finns per
Avtalsdagen inga oreglerade forsdkringsfall.

Det foreligger inga ataganden mot entreprencrer eller leverantorer,
vilket kan innebéra dndring av Tomtrétten, fullgérande av
forpliktelse eller utgivande av ersittning.

Hyresavtalen

De pa Tilltrddesdagen for Tomtrétten gillande Hyresavtalen
framgar av Datarumsmaterialet och &r fortecknade i Bilaga 9.3.1.

Samtliga villkor som géller for hyresforhallandena framgar av
Hyresavtalens ordalydelse och Datarumsmaterialet och utdver
detta finns inga dtaganden savitt avser hyresforhallandena som inte

kommer att atgardas fore Tilltradesdagen.

Ingen hyresgast har ratt till hyresnedséttning, dterbetalning av hyra
eller annan ersittning fran hyresviarden grundad pa omstandighet
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9.3.4

9.3.5

9.3.6

9.3.7

9.4

9.5

9.6

10

10.1

som intréffat fore Tilltradesdagen och ingen hyresgést har heller
per Tilltradesdagen framstéllt krav avseende renovering eller
reparationsarbete, kvittning eller kompensation pd grund av
storningar eller liknande av nagot slag.

Samtliga hyror for Tomtritten har aviserats i enlighet med Bilaga
9.3.1.

Inga Hyresavtal som avser lokaler pa Fastigheterna har per
Avtalsdagen sagts upp till villkorséandring eller avflyttning eller
upphort av annan anledning och savitt Séljaren kanner till &r inte
sadana uppsdgningar alternativt upphoranden att forvanta.

Savitt Sadljaren kanner till forekommer inga andrahandsuthyrningar
pa Tomtratten utover vad som framgar av Datarumsmaterialet.

Samtliga hyresgédstanpassningar, entreprenader och/eller andra
arbeten som har bestillts av Sdljaren avseende Tomtritten dr
fardigstéllda och godkénda genom slutbesiktning.

Personal

Ingen person har ritt till anstéllning hos Koparen till foljd av
transaktionen i enlighet med detta Avtal.

Miljs

Séljaren har inte, genom avtal eller pa annat sitt, dtagit sig ansvar
for sanering av fororenad mark eller byggnad och inga krav pa
sadan sanering eller miljorelaterad ersittning har framstallts till
Séljaren per Tilltradesdagen, utdver vad som framgar av
Datarumsmaterialet.

Information

Uppgifterna i Datarumsmaterialet dr i den utstrackning som
Séljaren kan bedoma fullstandiga och korrekta. Det har inte
medvetet uteldmnats nagon information som fér en normal kopare
dr av betydelse vid ett forvarv av Tomtritten.

FRISKRIVNING

Tomtratten séljs i befintligt skick och med undantag for vad som
uttryckligen garanteras i punkt 9 ovan friskriver Képaren Siljaren
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10.2

10.3

11

111

11.2

11.3

fran allt ansvar som Séljaren eventuellt skulle ha kunnat ha pa
grund av lag eller av annan grund, inklusive képlagen (1990:931),
jordabalken (1970:994) och den s.k. forutsittningsldaran. Koparen
friskriver saledes Séljaren, med undantag av Garantierna, fran allt
ansvar for kopréttsliga fel, faktiska och réttsliga fel och brister,
radighetsfel, samt eventuellt ansvar for s.k. dolda fel.

For tydlighets skull noteras att friskrivningen enligt ovan
inkluderar att Koparen friskriver Saljaren fran allt ansvar for
Tomtréttens inklusive dess mark, byggnaders och anldggningars
tekniska skick.

Utover vad som anges i punkt 9.5 har Siljaren inget miljoansvar
avseende Tomtréatten eller for att det uppstar kostnader for
Koparen att genomfora utredning och/eller efterbehandling av
Tomtrétten eller vidta andra skyddsatgarder eller sanerings-
atgdrder. Samtligt historiskt och framtida miljdansvar och dartill
kommande ersittningsskyldighet for vidtagande av atgérder pa
Tomtrétten overtas av Koparen pa Tilltradesdagen.

BRISTANDE GARANTIUPPFYLLELSE OCH ANSVARS-
BEGRANSNING

Séljaren har inte, varken uttryckligen eller underforstatt, nagot
ansvar utover Garantierna i Avtalet och Koparen har inte forlitat
sig pd nagon annan information betrdffande Tomtrétten dn

Garantierna i Avtalet och Datarumsmaterialet.

Koparen har genomfort en undersokning (s.k. due diligence) av
Tomtritten. Koparen har beretts tillfdlle att ta del av samtliga de
handlingar och uppgifter rorande Tomtrédtten som omfattas av
Datarumsmaterialet. Sdljaren &r inte ansvarig for Brist om Koparen
upptéckt eller bort upptdcka avvikelsen vid sin undersékning av

Datarumsmaterialet.

Vid Brist har Séljaren i forsta hand rétt att avhjdlpa eller 1ata
avhjdlpa Bristen pa egen bekostnad om det kan ske utan olédgenhet
for Koparen och inom trettio (30) Bankdagar fran mottagandet av
Koparens reklamation. Ett fullstindigt avhjdlpande ska anses
utgora full kompensation for Bristen. I andra hand ska Koéparen ha
rétt till nedsattning av Kopeskillingen med ett belopp motsvarande
Forlusten krona for krona samt med beaktande av vad som i 6vrigt
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11.4

11.5

11.6

11.7

11.8

11.9

11.10

anges i denna punkt 11. Nagon annan pafoljd kan inte goras
géllande.

Vid berdkning av ersdttning i anledning av Brist ska hansyn tas till
vad Koparen erhallit, eller har ritt att erhalla som erséttning fran
forsdkringsbolag och som ar hanforligt till Bristen.

Om Bristen avser en tillkommande kostnad eller avgaende intdkt
av dterkommande slag ska Séljarens atagande att ersitta Képaren
begrénsas till den direkta kostnaden krona for krona utan
beaktande av Koparens avkastningskrav eller tillaimpad
vinstmultipel.

Koparen ska endast vara berittigad till ersattning for Brist om det
sammanlagda beloppet for Bristerna dverstiger 200 000 kronor,
varvid ersittning ska utga fran forsta kronan. Vid berdkning av
ersittningen ska endast enskilda Brister 6verstigande 25 000 kronor
tas i beaktande. Forluster som &r hanforbara till samma grund ska
riaknas som en Forlust.

Det sammanlagda ersadttningsbeloppet for Bristerna ska under inga
omstdndigheter overstiga ett belopp motsvarande tjugofem (25)
procent av Kopeskillingen.

Begransningarna i punkt 11.6 och 11.7 ska inte tillimpas avseende
Brist i Garanti enligt punkten 9.2.1 (Innehav av Tomtratten) och
9.2.4 (Inga inteckningar).

Krav avseende Brist, inklusive en skiligt detaljerad beskrivning av
kravet och, sd langt som mojligt, en berdkning av Bristen som &r
foremal for kravet, ska for att fa goras gallande framforas
skriftligen inom trettio (30) Bankdagar fran den tidpunkt da
Koparen upptéckte Bristen, dock senast tolv (12) manader fran
Tilltradesdagen. Tidsbegransningarna enligt denna punkt 11.9 ska
inte tillampas avseende Brist i Garanti enligt punkterna 9.2.1
(Innehav av Tomtrétten) och 9.2.4 (Inga inteckningar).

Ingen ersattningsskyldighet avseende Brist ska uppkomma

(@) om Bristen hanfor sig till forhallande som Koparen eller dess
foretrdadare, anstdllda eller radgivare kant till mot bakgrund
av den undersokning som genomforts avseende Tomtritten
eller som framgar av Datarumsmaterialet;
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11.11

12

121

(b) om ochiden utstrdackning Bristen eller avvikelsen dr hanforlig
till omstdandigheter som beaktats i Likvidavrakningen;

(@) om Bristen eller avvikelsen tdcks eller skulle ha téckts av
forsdkring om sedvanlig och adekvat forsdkring bibehallits av
Koparen och erséttning utbetalas till Koparen av
forsakringsgivaren eller skulle ha utbetalats till Képaren om
ansprdket hade gjorts under sadan forsakring; och

(b) om ochiden utstrackning kravet pd grund av Bristen uppstatt
som en foljd av lagstiftning som dnnu inte trétt i kraft.

Vid bestaimmande av storleken av Forlusten ska hansyn tas till om
den relevanta Forlusten helt eller delvis utgor skattemassigt
avdragsgill kostnad for Koparen eller om Koparen erhaller
ersittning fran tredje man. Om sadan avdragsritt foreligger och
kan utnyttjas skatteméssigt eller om Koparen har ritt till ersattning
fran tredje man ska Siljaren lamna ersittning for Forlusten med ett
belopp justerat for sadan faktisk avdragsratt och/eller ersittning.

TREDJEMANSKRAV

For det fall Koparen far kinnedom om ett eventuellt krav fran
tredje man vilket kan leda till att Brist uppstar for vilken Séljaren
kan héllas ansvarig ska Koparen:

(@) skriftligen meddela Siljaren i enlighet med punkten 11.9;

(b) inte medge ansvar eller ingd avtal, férlikning eller
kompromiss med tredje man avseende sddant krav eller beslut
utan att pd forhand erhalla Siljarens skriftliga samtycke;

(c) inte vidta nagon dtgdrd som kan ha en negativ effekt pa nagon
forsakring enligt vilket sddant tredjemanskrav skulle kunna
vara ersittningsgillt om sddan dtgard inte vidtagits;

(d) 1iskilig utstrackning vidta de atgérder som Siljaren begar for
att undvika, bestrida, motsitta sig, 6verklaga, forlika eller
forsvara sadant krav;

(e) 1iskélig omfattning ge Siljaren och dess rddgivare tillgang till
anstdllda hos Koparen samt till Tomtratten, lokaler,
bokforingsmaterial, dokumentation och register, samt
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12.2

13

13.1

13.2

tilldtelse att ta kopior av relevanta dokument, for att

mojliggora for Siljaren och dess rddgivare att undersoka
grunden for sddant krav, att bestrida sddant krav och att
bedriva domstolsprocess med anledning av sddant krav;

(f) paSdljarens begdran och bekostnad tillata Séljaren (om
Séljaren sd onskar) att:

(i) bedriva alla forhandlingar, tvister och domstolsprocesser
med tredje man avseende sadant krav och tillhandahalla
Séljaren och dess radgivare alla fullmakter och det
bitrdde som Séljaren och dess radgivare skéligen begar
for att mojliggora for Siljaren och dess radgivare att
bestrida krav och pd lampligt sdtt driva en process; eller

(if) deltaioch ge rad i forhandlingar, tvister och
domstolsprocesser med tredje man avseende sddant
krav; och

(iif) sasom Siljaren finner lampligt, samtycka till uppgorelse,
forlikning eller uppfyllande av sddant krav.

Den Part som bedriver forhandlingen, tvisten eller processen
avseende ett tredjemanskrav i enlighet med punkten 12.1 ska tillse
att Séljaren eller Koparen, sdsom foljer av sammanhanget, utan
oskilig fordrojning hélls informerad om utvecklingen av drendet
och forses med kopior av korrespondens och dokumentation som
dr av vikt for forhandlingen, tvisten eller processen, forutsett att
sadant tillhandahallande dr mojligt utan att riskera utgangen av
sadan forhandling, tvist eller process, eller advokats ritt att viagra
avge vittnesmal i sddan process.

KOPARENS GARANTIER

Koparen ldmnar foljande garantier till forman for Sdljaren.
Garantierna avser forhallandena per Tilltradesdagen.

Ko6paren dr vederborligen bildat och registrerat enligt svensk lag.
Koparens registreringsbevis framgar av Bilaga 13.2. Eventuella
dndringar av Koparens registreringsbevis som genomfors fore
Tilltradesdagen kommer inte ha ndgon inverkan pa Koparens
formdga att ingd detta Avtal eller fullgora de dtaganden som foljer
héarav.

16

Transaktion 09222115557447524131

Signerat AC



13.3

134

135

14

141

15

15.1

15.2

15.3

Koparen (i) har varken ansokt om eller begérts i likvidation,
foretagsrekonstruktion eller konkurs, (ii) har inte inlett
forhandlingar med ndgon borgenér om ackord, och (iii) dr inte
insolvent, allt i enlighet med tillimplig lag.

Koparen har erforderlig behorighet att ingd detta Avtal och
underteckna samtliga andra dokument som ska undertecknas av
Ko6paren i samband ddrmed, samt att fullgora sina forpliktelser
enligt detta Avtal och enligt samtliga andra dokument relaterade
till Avtalet.

Koparens undertecknande av detta Avtal och fullbordandet av
transaktionen i enlighet med detta Avtal innebér inte nagon
overtrddelse av tillamplig lag eller ndgon bestimmelse i Képarens

bolagsordning.

HYRESAVTAL

Koparen ska per Tilltrddesdagen i Séljarens stille intrdda som
hyresvard i Hyresavtalen och ddrmed 6verta Séljarens samtliga
rédttigheter och skyldigheter enligt dessa avtal. Koparen ska efter
Tilltradesdagen underrédtta samtliga lokalhyresgaster enligt
Hyresavtalen om att Koparen per Tilltradesdagen har 6vertagit
Séljarens samtliga rattigheter och skyldigheter enligt Hyresavtalen.

STAMPELSKATT M.M.

Koparen ansvarar for att pa egen bekostnad anscka om inskrivning
av forvarvet av Tomtratten. Koparen far inte soka inskrivning med
stod av detta Avtal utan inskrivning av forvarvet av Tomtratten far
endast sokas efter genomfort Tilltrdde med stod av képebreven.

Koparen ska sta for alla lagfarts- och inskrivningskostnader (sdsom
stampelskatt och expeditionsavgifter samt kostnaden for
vérdeintyg) i anledning av forvarvet av Tomtratten.

Séljaren ska i egenskap av innehavare av Tomtradtten pa Koparens
begédran samarbeta med samt bitrdda K&paren vid ansdokan om nya
inteckningar i Tomtratten. Samtliga kostnader i samband hdrmed

ska bdras av Koparen.
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16

17

17.1

17.2

18

MERVARDESSKATT

Koparen, forbinder sig att arligen 6verfora ett belopp till Siljaren
som kompensation for av Siljaren justerad ingdende skatt enligt
reglerna i §§ 6a-6c i lagen (2005:807) om ersattning for viss
mervadrdesskatt for kommuner, landsting, kommunalférbund och
samordningsforbund. Beloppet som ska 6verforas ska motsvara
jamkningsmoms som Koparna har aterfdtt i enlighet med reglerna i
8a kap Mervéardesskattelagen (1994:200). Beloppet ska 6verforas till
Séljarens Konto med angivande av referens “Provroret 16”.

VILLKOR FOR OVERLATELSEN

Overlételsen av Tomtrétten enligt detta Avtal r villkorad av att
Fastighets - och Servicendamnden i Region Stockholm genom beslut,
som forvantas fattas den 17 juni 2021, som senare vinner laga kraft
beslutar att godkédnna forsiljningen av Tomtrétten enligt detta
Avtal.

For det fall ovanstdende villkor i punkten 17.1 inte har uppfyllts
senast den 31 december 2021, eller den senare dag Parterna
skriftligen kommer 6verens om, ska overldtelsen enligt detta Avtal
gd ater och Avtalet upphora utan att ndgondera Part har nagot
ansprdk pa ersdttning frdn den andra Parten. Av Koparen erlagd
Handpenning ska dock dterbetalas av Siljaren till Koparen utan
drojsmal. Sdljaren ska utan drojsmal informera Koparen nér

villkoret &r uppfyllt genom e-postmeddelande enligt punkt 18.

MEDDELANDEN

Alla meddelanden till Part under detta Avtal ska skickas med
rekommenderat brev eller bud eller e-post och ska betraktas som
mottagna av den andra Parten tre (3) Bankdagar efter avsandandet
och ska skickas till de adresser och kontaktpersoner som anges
nedan eller till sddan annan adress eller kontaktperson som
meddelas av Part i enlighet med bestammelserna i denna punkt.
Vid avsdndande med e-post ska meddelandet betraktas som
mottaget av den andra Parten vid bekréftelse (automatiskt eller
manuellt) pd mottagandet.

Till Saljaren: ~ VD for Locum AB
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19

19.1

19.2

19.3

Med kopia till (ej att anses som meddelande):
Flood Herslow Holme Advokatbyrd
Att. Advokat Johan Jacobsson
Box 7615
103 94 Stockholm
joja@fhhlaw.se

Till Koparen: Botrygg Forvaltningsfastigheter AB
Att: Adam Cocozza/Simon Cocozza
Box 335
581 03 Linkoping

adam.cocozza@botrygg.se

simon.cocozza@botryge.se

SEKRETESS

Parterna forbinder sig att inte till utomstaende lamna information
rorande Avtalet och de féorhandlingar som foregatt Avtalet eller
information om den andra Parten som Part fatt ta del av. Detta
galler oavsett om informationen ldmnats skriftligen eller muntligen

och oberoende av format.
Ovanstdende giller inte for sddan information som

a) vid tidpunkten for utlimnandet dr eller senare blir tillganglig
for allmdnheten pa annat séitt &n genom overtradelse mot
Avtalet; eller

b) redan var tillgdnglig for mottagande Part eller som denne pa
egen hand har utvecklat innan ingaendet av Avtalet och som
inte, direkt eller indirekt, har erhallits genom 6vertrddelse mot
Avtalet.

Denna sekretessforbindelse forhindrar inte Part fran att lamna
sadan information som Part har skyldighet att lamna ut enligt lag,
dom eller myndighets beslut eller avtal med bors eller annan
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194

20

20.1

20.2

21

22

23

231

23.2

marknadsplats. Om Part skulle ha eller dldggas skyldighet att
lamna sadan information, atar sig Parterna att omedelbart
underrétta den andra Parten for att ge denne mojlighet att vidta
skyddsatgarder. Parterna ska gora sitt basta for att tillse att
information som ldmnas i enlighet med denna punkt, sa ldngt
mojligt, behandlas konfidentiellt av mottagaren av informationen.

Oavsett vad som stadgas ovan giller offentlighetsprincipen
avseende Siljarens verksamhet. Kdparen dger i forvidg granska
handling eller information som Séljaren har att offentliggtra med
anledning av detta Avtal. Det foreligger dock ingen ratt for
Koparen att motsétta sig offentliggérande av handling eller
information som &r foremal for offentlighetsprincipen.

FULLSTANDIG REGLERING OCH ANDRINGAR

Detta Avtal utgor Parternas fullstindiga reglering av samtliga de
fradgor som Avtalet beror och detta Avtal ersétter samtliga skriftliga
eller muntliga ataganden och utfdstelser som foregatt detsamma.

Andringar av och tillagg till detta Avtal ska for att vara bindande
vara skriftligen avfattade och undertecknade av Parterna.

KOSTNADER

Vardera Parten ska svara for samtliga sina kostnader hanforliga till
overldtelsen av Tomtrétten enligt detta Avtal.

OVERLATELSE

Part ska inte dga ratt att utan den andre Partens skriftliga
medgivande dverlata sina rattigheter eller skyldigheter enligt detta
Avtal.

TILLAMPLIG LAG OCH TVISTER
Svensk lag ska tillimpas pa Avtalet.

Tvister som uppstar i anledning av detta Avtal ska slutligt avgoras
genom allmén domstol med Stockholms tingsrétt som forsta
instans.
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Avtalet har upprdttats i tva (2) originalexemplar, av vilka Parterna tagit var
sitt.

Plats/datum: Plats/datum:

Region Stockholm Botrygg Forvaltningsfastigheter AB

Adam Cocozza

/enligt fullmakt/
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24 PROPRIEBORGEN

For Koparens dtaganden enligt detta Avtal gar undertecknad i
borgen sasom for egen skuld tills betalning sker. Vid tvist ska
bestimmelserna i punkten 23 ovan gilla.

Plats/datum:

Botrygg AB, org.nr 556804-0561

Adam Cocozza

/enligt fullmakt/
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Datarum Provréret - Botrygg

1. Basinformation

Fastighetstaxering Provréret.pdf

FDS Provéret 16 (2019).pdf

Tomtkarta Provréret 16.pdf

2. Hyresavtal

Avtal hyreskontrakt.pdf

3. Tomtrattsavtal

Servitut
Avtalsservitut_Fjarrvarmeledning.pdf
Belastningar Provréret 16.pdf

LOC 0905_0490, ny 6verenskommelse om ledningsratt fér vatten och starkstrém.pdf
Tomtrattsavtal

Avgald okt-dec 2019 6rnsberg.pdf
Provréret 16 Tomtrattsavtal komplett.pdf
Tomtrattsavtal 1994-07-01.pdf
Tomtréattsavtal.pdf

6verenskommelse om tomtrattsavtal.pdf
4. Ekonomi

Drift och skétsel kostnader 2018.xIsx
driftkostnader Ornsberg.xIsx

Ornsberg sammanstallning hyresavtal.xlsx
5. Besiktningar, myndighetskrav
Brandlarm

4483 001.pdf

RBL19-92801 (0139-01) Sign.pdf
Elrevision

Elektriska NNmnden - intyg 2019.pdf
Energideklaration
812469-deklaration.pdf
812469-sammanfattning-InstrumentvNgen_5.pdf
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812469-sammanfattningar.pdf

Hiss

Besiktningsintyg Ornsberg Hiss .pdf
Besiktningsprotokoll hiss 2020-01-16.pdf
Miljéinventering

Faltprotokoll_Ornbergs.pdf

Mifo 1 6rnsbergs behandlingshem 2006-01-26.pdf
Ovk

OVK 6rnsberg.pdf

PCB

Provriret_BekrNftelse_PCB_invent.pdf

Radon

6rnsberg behandl.hem radonrapport.pdf
Skyddsrum

Besiktningsanmarkningar Ornsbergs Behandlingshem 2019-04-25.pdf
6rnsberg utdrag REQS.pdf

6. Underhall

Kopia av LU fr Landlord.xlsx

Planerat underhUll Kopia av LU fr Landlord.xlsx

7. Detaljplan
SBK_Genomfdérandebeskrivning.pdf
SBK_Planbeskrivning_Provréret_kvAlbatrossen.pdf
SBK_Plankarta_kvAlbatrossen_mm_Provréret.pdf
8. Ritningar

Fasad mot norr.TIF

Fasad mot vast.TIF

Fasad mot 6st och séder.TIF

Plan O.TIF

Plan 1.TIF

Plan 2.TIF

Plan 3.TIF

Situationsplan Provréret.TIF
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Takplan.TIF

9. Svar Q&A 20200402

Q&A Provréret 20200402.pdf

RR 2019 Provréret.xlsx

10 Avtalsutkast

UTKAST Provréret 200505.docx

11. Q&A 2021-02-10

avhjdlpta brandanmarkningar.pdf

Intyg hiss.pdf

Kostnadssammanstallning 2020 Provéret.xlsx

Punkt 3.1 & 3.2 2021-02-26

Fastighetsbildning Provréret 16.pdf

Inskrivning tomtratt.pdf

Ledningsratt Provroret.pdf

Servitutsavtal Fjarrvarme Provréret.pdf

Q&A.docx

RR 2020 Ornsberg mediakosnader o dyl.docx
Signerade protokoll Brandrevision Ornsberg.pdf
Atg_protokoll_Veolia 2016-02-03 Brand.pdf
Ornsberg behandl.hem radonrapport.pdf

12 Byggstrom

Byggstrom

13. Svar El/ varmefakturor 2020-03-10 ink tomtrattsfaktura
0001 _e9031ac5-2f80-4ca2-9e4dc-33c45bbeldad.html
b903b7c7-0684-4071-b57b-9f463e9¢1973_1950c4b0-f695-4982-a66a-988197fab6c45.html
Korr konto Bokféringsorder - Dalen och Ornsberg Fjarrvarme.xlsx.eml
Ornsberg elfakturor 2020.xIsx

14. Q&A Provroéret 2021-03-29
Besiktningsprotokoll Hiss Ornsberg.pdf

drift 6rnsberg 2017-2020.xIsx

Fastighetsbildning Provroret 16.pdf
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Inskrivning tomtratt.pdf

Ledningsradtt Provroret.pdf
Mediaférbrukning Ornsberg-20210315.pdf
QAS Ornsberg.docx

Servitutsavtal Fjarrvarme Provréret.pdf
Tomtrattsavtal.pdf

15. Fakturor Fjarrvdarme

Ver 36486795.pdf

Ver 36489300.pdf

Ver 36492059.pdf

Ver 71000714.pdf

Ver 71000724.pdf

Ver 71002512.pdf

Ver 71006086.pdf

Ver 71011541.pdf

Ver 71024036.pdf

Ver 71026326.pdf

Ver 71028609.pdf

Ver 71031555.pdf

Ver 71034013.pdf

16. Uppdaterat avtal

UTKAST Provréret 200507.docx

17. Utkast avtal Provréret 210519
Provréret_210519 FHH.docx

UTKAST Provréret 210507 - Provréret_210519_FHH.PDF
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Bilaga 5.2 Likvidavrakning
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PRELIMINAR LIKVIDAVRAKNING

Fastighetsbeteckning Kommun Lan Avtalsdag Tilltridesdag
Stockholm Provroret 16 | Stockholm | Stockholm | 2021-#-# 2021-#-#
Siljare

Region Stockholm, org. nr 232100-0016, Landstingsfastigheter Stockholm, Box 4180, 102 64
Stockholm

Kopare

Botrygg Forvaltningsfastigheter AB, Box 335, 581 03 Linkdping, org.nr 556730-2905

SALJAREN TILLGODO KOPARNA TILLGODO

Kopeskilling enligt kopeavtal 70 000 000 | Erlagd handpenning 7000 000
Av séljaren aviserade hyror
enligt underlag for [Belopp]
[manad]
Erlagger kontant pa [Belopp]
tilltradesdagen

SUMMA 70 000 000 | SUMMA [Belopp]

Parterna forbinder sig, om det senare skulle framkomma felaktigheter i den preliminadra

likvidavrakningen, att omedelbart vidta atgérder for reglering av dessa felaktigheter.

Den preliminéra likvidavrdakningen &r uppréttad i tva (2) exemplar, av vilka parterna

tagit var sitt.

Region Stockholm

[Namn]

Transaktion 09222115557447524131
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KOPEBREV

Siljare: Region Stockholm, org.nr 232100-0016, Landstingsfastigheter
Stockholm, Box 4180, 102 64 Stockholm (”Séljaren”)

Kopare: Botrygg Forvaltningsfastigheter AB, Box 335, 581 03
Linkdping, org.nr 556730-2905 (“Koparen”)

Tomtritt: Stockholm Provroret 16
Kopeskilling: 70 000 000 kronor
Overlatelse: Séljaren overlater och forsaljer harmed till Koparen

tomtrétten till fastigheten Stockholm Provroret 16

Kvittens: Kopeskillingen kvitteras harmed

Stockholm / 2021 Stockholm / 2021
Region Stockholm Botrygg Forvaltningsfastigheter AB
[Namn] [Namn]

Séljarens foretradares egenhdndiga namnteckningar ovan bevittnas hdrmed:
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ROSENGREN

Utdragsdatum 2021-05-26

Fastighet STOCKHOLM PROVRORET *:16
Godkand FR: 2011-03-21
Godkand IR: 2016-04-14
Aktualitetsdatum IR: 2021-05-25
Upplaten med tomtratt.

Distrikt Hagersten
Ursprung STOCKHOLM HAGERSTEN 1:1
Adress Instrumentvagen 5 12653 Hagersten Kommundel: Hagersten
Areal Land: 3 344 kvm Vatten: - kvm Totalt: 3 344 kvm
Koordinater fastighet Omr. N-koord E-koord Karta

1 6577872.7 670009.5 -
Atgirder Fastighetsrittsliga atgarder Datum Aktbeteckning

Avstyckning (*A4) 1993-11-24  0180-A101/1993

Ledningsatgard 2011-03-21  0180K-2010-

11307

Rattigheter grunduppgifter Rattsfh.  Typ av rattighet Andamal Aktbeteckning

Last Avtalsservitut Se beskrivning 01-im2-2000/9072.1

Beskr: Ledningar fjarrvarme

Last Ledningsratt Vatten 0180k-2010-11307.1

Last Ledningsratt Starkstrém 0180k-2010-11307.2
Planer och bestimmelser  Planer Datum Aktbeteckning

Detaljplan 2007-12-06  0180k-p2005-

03845
Kv Albatrossen M M
Registreringsdatum: 2005-06-14

msf002 20140115 Copyright © 2021 Méaklarsamfundet System i Sverige AB sida 1 av 2
ROSENGREN & Co Tel: 08-545 66 290 Organisationsnr: 556610-1340
Linnégatan 76 Fax: 08 660 91 20 Sate: Stockholm
115 23 Stockholm e-post: info@rosengren.se www.rosengren.se
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STOCKHOLM PROVRORET *:16

Lagfarter

Tomtratt

Tomtrattsinnehav

Inteckningar

Inskrivning

Taxering

Lagfart Inskr.dag Aktbeteckning

802000-8598 1972-06-14  72/550
Stockholms Kommun/

Exploateringskontoret

8189 10420 Stockholm

Andel: 1/1

Ovriga fangeshandlingar 1972-06-12, 1972-06-14  72/550
Andel: 1/1

Anmarkning: ID-nummer kompletterat
Dagboksnr: 83/18812

Inskriven: 1994-07-07 Aktnummer:94/33011
Upplatelsedag: 1994-07-01 Andamal:Behandlingshem
Arlig avgald: 121 400 Kr Avgaldsperiod: 10 ar fran 1994-07-01

Tidigaste uppsagningsdatum: 2054-07-01 dérefter med 40 ars perioder
Ny avgild 13/3492
Annan rattighet an pantratt eller nyttjanderatt far ej upplatas

Innehavare Inskrivningsdag  Aktbeteckning
232100-0016
REGION STOCKHOLM

Box 22 550 10422 Stockholm 1994-07-07 94/33012

Andel 1/1
94/33012

Besvaras ej av sokt eller beviljad inteckning eller inskrivning.

Nr Inskr.dag Aktnummer Typ

1 2000-02-25 00/9072 Avtalsservitut
LEDNINGAR FJARRVARME

Taxeringsenhet: 823 - Specialenhet vardbyggnad

Id for tax.enhet: 171703-1 Markvarde: - tkr
Taxering genomford: 2019 Byggnadsvarde: - tkr
Summa taxvarde: - tkr
Areal: 3 344 kvm

Hel registerfastighet

msf002 20140115 Copyright © 2021 Méaklarsamfundet System i Sverige AB sida 2 av 2
ROSENGREN & Co Tel: 08-545 66 290 Organisationsnr: 556610-1340
Linnégatan 76 Fax: 08 660 91 20 Sate: Stockholm
115 23 Stockholm e-post: info@rosengren.se www.rosengren.se
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sammanfattning av

ENERGIDEKLARATION

Instrumentvagen 5, 126 53 Hagersten
Stockholms stad

Nybyggnadsar: 1995
Energideklarations-ID: 812469

ENERGIKLASSER

Energideklarationen i sin helhet
finns hos byggnadens agare.

F6r mer information:
www.boverket.se/energideklaration

Sammanfattningen ar upprattad enligt
Boverkets foreskrifter och allmanna rad
(2007:4) om energideklaration fér byggnader.

]

DENNA BYGGNADS
ENERGIKLASS

Energiprestanda:
174 kWh/m2 och ar

Krav vid uppférande av
ny byggnad [mars 2015]:
Energiklass C, 116 kWh/m2 och ar

Uppvéarmningssystem:
Fjarrvarme

Radonmatning:
Utférd

Ventilationskontroll (OVK):
Utférd

Atgardsforslag:
Har lamnats

Energideklarationen ar utférd av:
Magnus Stjerndahl, Aktea Energy
AB, 2017-12-20

Energideklarationen ar giltig till:
2027-12-20
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Energideklaration version: 2.4

Boverket Dekl.id: 812469
Byggnadens dgare - Kontaktuppgifter

Agarens namn Organisationsnummer Utléndsk adress
Locum 232100-0016 r
Adress Postnummer Postort

Box 17201 104 62 Stockholm

Land Telefonnummer

08-123 170 00

Mobiltelefonnummer

E-postadress
locum@Ilocum.se

Byggnadens dgare - Ovriga

Byggnaden - Identifikation

Lén Kommun
Stockholm Stockholm

l_ Egna hem (privatdgda sméhus)

0O.B.S! Sméahus i bostadsratt ska deklareras av bostadsréattsforeningen

Fastighetsbeteckning (anges utan kommunnamn)
Provréret 16

Egen beteckning

Husnummer Prefix byggnadsid Byggnadsid Orsak till avvikelse

1 1 829424 Adressuppgifter 4r fel/saknas  (

Adress Postnummer | Postort Huvudadress
Instrumentvagen 5 12653 Hagersten ®
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Byggnaden - Egenskaper

® Nej
(" Jaenligt 3 kap KML

(" Ja enligt SBM-frordningen

Ar byggnaden en sddan sarskilt vardefull
byggnad som avses i 8 kap 13 § PBL?

® Nej

C Ja, &r utpekad i detaljplan efler
omradesbestammelser

- Ja, ar utpekad i annan typ av
dokument

(" Ja, egen beddmning

Typkod Byggnadskategori
823 - Specialenhet, vardbyggnad Lokalbyggnader
Byggnadens komplexitet Byggnadstyp Nybyggnadsar
® Enkel " Komplex Friliggande 1995
Atemp matt véarde (exkl. Avarmgarage) ggrgslamhet ) Procent av
ordela enligt nedan: Atemp (exkl.
2183 m? Avarmgarage)
Avarmgarage
garag Bostader (inkl. biarea, tex. trapphus och uppvarmd kallare)
m2
Antal kdllarplan uppvérmda till >10°C Hotell, pensionat och elevhem
(exkl.garageplan)
1 Restaurang
tal véningsplan ova
fintal vaningsplan ovan mark Kontor och forvaltning
2
Antal trapphus Butiks- och lagerlokaler for livsmedelshandel
1
Butiks- och lagerlokaler for ¢vrig handel
Antal bostadsl&genheter
Koépcentrum
Finns till évervagande del IAgenheter med .
boarea om hégst 35 m vardera? Vérd, dygnet runt 30
C Ja @® Nej Vard, dagtid (samt serviceboende, frisersalong o. dyl) 70
Projekterat genomsnittligt hygieniskt uteluftsfléde
i lokalbyggnader Skolor (férskola-universitet)
1,62 I/s,m2
Bad-, sport-, idrottsanldggningar (ej utomhusarenor)
Finns installerad eleffekt >10 W/m?2 for
f . it "
R AnTning[eeh FenmEatioNpiodiiion Teater-, konsert-, biograflokaler och 6vriga samlingslokaler
C Ja ® Nej .
Ovrig verksamhet - ange vad
Ar byggnaden skyddad som byggnadsminne?
Summa 100
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Energianvandning

Verklig forbrukning
Vilken 12-manadsperiod avser energiuppgifterna? (ange forsta
méanaden i formatet AAMM)

1612 - 1711

Berédknad torbrukning
Beréknad energianvandning anges for nybyggda/andra byggnader
utan matbar férbrukning och normaldrskorrigeras ej

-

Hur mycket energi har anvants for varme och komfortkyla angivet &r
(ange métt varde om mdajligt)?
Angivna vérden ska inte vara normalédrskorrigerade

Omvandlingsfaktorer for branslen i tabellen nedan géller om inte
annat uppmatts:

Matt  Férdelat Eldningsolja 10 000 kwh/m?
varde  vdrde |Naturgas 11 000 kWh/1 000 m? (effektivt vArmevarde)
Fidrrvérme (1) 236000 kwh @ cC Stadsgas 4 600 kwh/1 000 m?
Bolighs 4 500-5 000 kWh#ton, beroende av
Eldningsolja (2) KWh C c trasiag och fukthalt
Naturgas, stadsgas (3) kWh C 3 Kélla: Energimyndigheten
For dvriga biobransle varierar vdrmevardet beroende av
sammanséttning och fukthalt. Det &r expertens ansvar att omrékna
Ved (4) kwh (" |branslets vikt eller volym till energi pa ett korrekt satt,
Flis/pellets/oriketter (5) kwh O C
Ovrigt biobransle (6) kwh C
Ef (vattenburen) (7) kwh O C
El (direktverkande) (8) wh e Ovrig el (ange matt vérde om mojligt) )
Angivna vérden ska inte vara normalarskorrigerade
El (luftburen) (9) kwh O C xfge F‘\’/’;g';“
Markvarmepump (el) (10) kwn O C Fastighetsel? (15) 106256 wwn (@
Varmepump-franiuft (el) (11) kwh O C Hushllsels (16) wh O C
varmepump-luft/uft (el) (12) kwh O Verksamhetsel* (17) 86719 wwh ( @
Varmepump-luftivatten (ef) (13) w0 O El for komfortkyla (18) 5110 wwn @
Energi for uppvarmnin -
ooh varmuatten' (01) 250000 kwn Tillagg komfortkyla® (19) 0 kwh
Varav energi till 4366 wwh ® Byggnadens
varmvattenberedning energianvéndning’ (53) 347366 «kwh
Fiarrkyla (14 kwh O Byggnadens
jarrkyla (14) elanvéindning’ (34) 111366  kwh
Finns solvdrme? i Beréknad
(“ Ange solfangararea energiproduktion
® Nej
" Ja ! me KWh/ar
Finns solcellsystem? Beréknad
oy @ Nej Ange solcellsarea elproduktion
a ® Ne
! m2 kWh/&r
Ort (Energi-Index) Normalarskorrigerat varde
(Energi-Index)®
Stockholm 378904 kwh

Energiprestanda ..varav el

174 kWh/m2 ar

51 kWh/m2 ,4r

Referensvarde 2
(statistiskt intervall)

135 -

Referensvarde 1
(enligt nybyggnadskrav)

116 kWh/m2,ar 191 kwh/im? ,&r

' Summa 1-13 (31)

? Den el som ingdr i fastighetsenergin

® Den el som ingdr i hushallsenergin

4 . . .
Den el som ingdr i verksamhetsenergin

) Berakning av vardet sker med utgdngspunkt i vilket energislag och typ av kylsystem som anvands (se Boverkets byggregler, BFS 2008:20

och BFS 2011:6)
¢ Enligt definition i Boverkets byggregler (Summa 1-15, 18-19 (23))

" Den el som ingdr i byggnadens energianvéndning (Summa 7-13,15,18-19 (¥4))

’ Underlag fér energiprestanda
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Uppgifter om ventilationskontroll

Finns det krav pa aterkommande ventilationskontroll i byggnaden? @ Ja (T Nej
Typ av ventilationssystem Vv FTX [~ FT [ F med &tervinning
[~ F [~ Sjdivdrag
Ar ventilationskontrollen utftrd vid tidpunkten for ! . 10 B .
energideldarationen? @ Ja (C Nej (" Delvis % utan anmarkning

" Avser nar byggnaden har fler ventilationsaggregat

Uppgifter om luftkonditioneringssystem

|Finns luftkonditioneringssystem med nominell kyleffekt storre &n 12kwW? ( Ja

@ Nej

Uppgifter om radon

Ar radonhalten matt? @® Ja (" Nej
Radonhalt Typ av métning Datum fér radonmétning
30 Bym3 | LA&ngtidsmatning enligt SSM 2014-02-24
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Utférda energieffektiviseringsatgarder sedan foregaende energideklaration

Rekommendationer om kostnadseffektiva atgarder

Atgardsférslag (Dekl.id: 812469)

Styr- och reglerteknisk

Varme
[T Nya radiatorventiler
[ Injustering av vArmesystem
[T Tids-/behovsstyrning av varmesystem
(I Rengoring och/eller luftning av

varmesystem

[~ Maxbegransning av innetemperatur
[~ Nyinomhusgivare
[~ Byte/installation av tryckstyrda pumpar
[T Annan atgard

Ventilation

[T Injustering av ventilationssystem

[ Tidsstyrning av ventilationssystem

v Behovsstyrning av ventilationssystem
["  Byte/installation av varvtalsstyrda fliktar
[T Annan atgard

Belysning, kylning m.m.
[ Tids-/behovsstyrning av belysning
[~ Tids-/behovsstyrning av kyla
™ Annan atgard

Installationsteknik

by

Varmvattenbesparande atgarder
Energieffektiv belysning

Isolering av ror och ventilationskanaler
Byte/installation av varmepump

11717

Byte/installation av energieffektivare
varmekdélla

“

Byte/komplettering av ventilationssystem
Atervinning av ventilationsvérme
Installation av solvérme

1717

Installation av solceller

-
i

Annan atgard

Byggnadsteknik

Tillaggsisolering vindsbjdlklag/tak
Tillaggsisolering véggar
Tillaggsisolering kallare/mark

Byte till energieffektiva
fbnster/fdnsterdorrar

Komplettering fénsterfonsterdorrar
med innerruta

Tétning
fonsterfonsterdorrartterddrrar

Annan atgard

1T 1T

Minskad energianvandning

111619 kWh/Ar

Kostnad per sparad kWh

0,02 kr/kWh

Beskrivning av atgirden

Reducera ventilationsflddet,

inom ramen fOr projekterade védrde,

s& att

luftflddet anpassas till r&dande verksamhet i byggnaden. Infér zonspjdll dar
sd8 behdvs. Uppskattningsvis sdnks luftflddet frén 1,62 1/s och m2 till 0,85

1/s och m2.
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Ovrigt

Har byggnaden dekiarerats lidigare? (" Ja (@ Nej

Har byggnaden Vid nej, vilket undantag dberopas
besiktigats pa plats?

@Ja (" Ne Kommentar

Byggnaden #r besiktigad pd plats tillsammans med driftspersonal.
Byggnaden dr OVK-besiktigad 2015-04-28 med resultat Godtagbart.

Annat arbete med hanvisning till halsa och miljd som utiorts pa byggnaden, t.ex. miljokiassning, enkéter eller kommentarer till
energideklarationsuppgifterna

vid besiktningen upplevdes byggnaden som varm, uppmdtt till 20-23 grader,
vilket indikerar méjlighet att optimera varmekurvan. Man bdr i samband med
detta dven utfdra injustering av vdrmesystem inklusive byte av uttjédnta
termostatventiler.

Expert

Foérnamn Efternamn

Magnus Stjerndahl

Datum for godkannande E-postadress

2017-12-20 magnus.stjerndahl@aktea.se

Certifikatnummer Certifieringsorgan Behdrighetsniva
5218 Kiwa Swedcert Kvalificerad
Foretag

Aktea Energy AB
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Bilaga 9.2.12 Overenskommelse med Stockholms Stad
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i GATU- OCH FASTIGHETS-
\&#/ = KONTORET
FTA®

Mellan Stockholms gatu- och fastighetsnamnd, nedan kallad staden, och Stockholms
lans landsting genom Locum AB pé férvaltningsuppdrag, nedan kallat bolaget, har 1
anslutning till denna dag traffat avtal om tomtréttsupplatelse av fastigheten Provroret 16
i Hagersten traffats foljande

OVERENSKOMMELSE

Om beslut vinner laga kraft att den psykiatriska behandlingsverksamheten pa
fastigheten ska kvarsta i landstingets regi och om staden s& begar forbinder sig
bolaget sdsom tomtrattshavare till fastigheten Provréret 16 att uppta férhandlingar
om eventuellt dvertagande av fastigheten med aganderitt. Overenskommes kop av
fastigheten skall bolaget snarast efter dverenskommen tilltradesdag anséka om och
bekosta dédning av tomtritten hos tingsrattens inskrivningsenhet i Stockholm.

Skall diremot verksamheten &verforas pé staden dger staden ratt att begira att
tomtratten dodas. Bolaget skall d& medge detta utan erséttning fér marken.

Dodas tomtritten skall staden ersatta bolaget fér produktionskostnaderna for
uppford bebyggelse och andra anldggningar pa fastigheten.

Traffas en Gvergripande dverenskommelse om erséttningsformerna vid overlatelse
av den psykiatriska behandlingsverksamheten pé staden skall denna i tillampliga
delar i stallet galla for tomtrattsfastigheten Provroret 16.

Detta avtal far inte inskrivas.

Detta avtal har upprittats i tv likalydande exemplar, varav parterna tagit var sitt.

Stockholm 1994 - 06 - 3

For gatu- och fastighetsnamnden

Stockholms ldns landsting genom
Lo;um AB pé forvaltningsuppdrag
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Tilliggshyreskontrakt nr 30557

VARDEN FOR VARDEN

TILLAGGSHYRESKONTRAKT
till grundhyreskontrakt nr 30557
Fastighet: Provroret 16 Byggnadsnr: 92801

Mellan Stockholms lins landsting, genom Locum AB, nedan kallad
Hyresviird, och Socialférvaltningen Stockholm Stad, nedan kallad
Hyresgist har denna dag féljande avtal triiffats.

§1  Avtalstiden éndras till 2018-01-01 — 2020-12-31

§2  Uppsigning av detta avtal ska ske minst 9 ménader fore avtalstidens
utgang, i annat fall 4r avtalstiden fSrlingd med 36 ménader varje gang.

§3 Bashyran 4ndras till 3 710 000 kr per ar.

§4 Ny bilaga Ansvarsfordelning Brandsékerhetsfragor

1 6vrigt skall hyresavtalets villkor fortsatt gilla.

Detta avtal har uppriittats i tva likalydande exemplar, varav parterna tagit var sitt.

Ort/datum Ort/datum R

Stockholm 2017-0G8 - 5y Stockholm 2017-(¢ ' £
Hyresvird Hyresgast

For Stockholms l4ns landsting Socialforvaltningen Stockholm
genom Locum AB Stad

DM lor ) A

Wa:msg gﬁd\ PE2NG ’%‘Qﬁ SygONamn dhgandc

Tas mmim\a
Befaﬁnlr:g X- eoTvONE Befattnm;(

Sy #i( I(/‘\j’{d LS’Z

V1 KR EN DEL AV
STOCKHOLMS
LANS LANDSTING

JL

T:¥6 FORVALTNINGSAVDELNINGEN\7 FOV7 FO SYD\3, FASTIGHET\15. ORNSBERGS BEHANDLINGSHEM\2,
FASTIGHETSFORVALTAREMVTAL\TILLAGGSHYRESKONTRAKT 30§57 170613,00CX
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Undertecknade har denna dag triffat fitjande hyresaviali

HYRESKONTRAKT Sid 1 {4

FOR LOKAL Nr 30557

Kryss i ruta innebdr att den darefter f8ljande texten géller.

Hyresvird Stockholms léns landsting, landstingsfastigheter | Personnrfargnr
Stockholm 232100~0016
Hyresgist Stockholms stad, socialtjénstférvaltningen, Personniforgnr
HVB vuxna 212000-0142
Lokalens adress { Kommun Fastighetsbeteckning ’
s m Stockholm Provroret 16 .
Gata Trapporihus Lagenhet ne
Instrumentvégen 9
Aviseringsadress
Lokalens skick [Lokalen med tillhérande utrymmen ulhyrs, om Inte annat anges, | befinlligt skick att anvéndas til:
ochanvindning | Behandlingshem
Lokalens stofiek | Butiksared | Kontarsarea | Lageratea) Ovrig area
och omfattning {plan | m? plan [m? plan |m? plan o plan |m?
ca | 1808
Angivna areor .
har E har inte infor avtalets tecknande gemensamt matts upp.
Om 1 avtalet angiven area avviker fran uppmétt area medftr avvikelsen inle rétt for hyresgdsten 1ill aterbetalning
respektive hyresvérden réit fill hogre hyra. [_B'liaga
Omfaltningen av de frhyrda lokalerna har markerats  bifogade rtning(ar).
' packerings- garage-
flgl::faft o?r: bil lals :Layt'; gpl plats{er) for plais{er) for
[] wiesining | ] for skyt auomat | ] oiad) | ) oiter) [ 1
fnredning mm  { Lokalen uthyrs IB""”

z ulan sérskild f3r verksamheten avsedd inredning D med sdrskiid {Or verksamhelen avsedd Inredning enl bilaga

Vid hyresfdrhalandets upphdrande skall hyresgésten, om inte annan dverenskommelse lraffats, bortfdra honom tilihdrig egendom
och Aterstilla lokalerna | godtagbart skick,

Parterna ar eniga om att senast sista dagen av hyresfévhdliandet gemensamt genomfdra besiktning av lokalerna.

Om Uil fljd av hyresgéstens dtgdrder — vidtagna med eller utan hyresvardens medgivande — lokalen vid aviiytiningen nnehailer
malerial, som Inle sérskill Gverenskommits att hyresviirden svarar for, skall hyresgésten avléigsna materialel eller ersétta hyresvarden
dennes kostnader for kvmbﬁunmg sasom fdrekommande aviallsskatt, iransport och.svaift for deponaring eller malsvarande,

rforderiig dragning av ledningar for telefonl fran den anshutningspunkt operatdren anger

datakommunika-

Ledningar far Hyresgésten bekost
telefoni % i de stﬁllen T iokalen som hyresgésten | samrad med hyresvérden véljer.
Hyresvérden bekoslar motsvarande ledningsdragning fram il lokalen, Ledningsdragning inom lokalen ulfors
_l ach bekostas av hyresgasten men skall ske | samrdd med hyresvérden,
Ledningar for Hyresgdsten bekostar erforderfig dragning av ledningar for datakommunikation fran den anslulningspunkt

| operatdren anger till de stéllen i som hyresgdsien | 4d med hyresvérden viljer,

tion

Hyresvarden bekostar motsvarande tedningsdraghing fram tik lokalen, Ledningsdragning inom lokalen utfdes
] och bekostas av hyrasgasten men skall ske | samrdd med hyresvirden.

Hyrestid Frén och med den |Tlll och med den
2002-01-01 2007-12-31

Uppsagningstid/ )

Foritingningstld | \onengning av detta kontrakt skall ske skriftigen minst manader fire den avialade hyrestidens utgang
Tannal fall &r konlraktet foriéngt med S dr for varfe gang.

Virme och

varmvatten Exforderlig uppvéirmning av lokalen ombesdrjes av [ byresvarden [] hyresgasten

| Varmwatten tithandahalies  [X] heta dret ] meais ]
Upplysning

Observera alt det | vissa fall f6rutom kryss | ruta ocksd erfordras alt bilaga fogas till avtalet fér alt

Gverenskommelsen

fastighetsskalt och om hyresgistens.ritt Ul nedsatining av hyra vid sedvanligl underhd,

1 bilagan skall bii tllampilg. Det galler exempeivis indexklausul, klausul om ' ]

Se | dvrigt Handledning uppréitad av organisationema. A

Sveriges Fastighetskgareférbunds J'zmulir ™ 4128, upprittiat 1998 | samwad med Svensk Handed och Sveriges Hotell och

Restaurangfbretagare. Eflortryak f
Lia nr: 91645008-221334, Ver nr: 2.0, Llconalmld Ui Looum AB.

y/ SR
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HYRESKONTRAKT Sid 2(4)

FOR LOKAL Nr 30557
Underlecknade har denna dag trﬂffat fljande hyrasav!al: Kiyss L ruta innebir att den déretter f8ljande textan géller,
Hyra Tkronor” "
2.758.725:~ per 4r utgdrande D total hyra N hyra exki nedan markerade tillagg
Index- |piiaga
__'i"“s“' D] Andring av ovan angiven hyra sker | enlighet med bifogade Indexkiausul 1
Kostnad 18r I Bilaga
viérme och
varmvaten |7 prsiisle/Varmiedliiig utga | enfghat med bibgade Kausul
[VAKostnad |Bilaga
|| Vatiligy iaghr | entighet med bifogada tiausul
Kyla Kostnader f3r drift av sérskild kyl- och ventilations- lalbﬂa
| Ventlation |7 siugiggning ersits | snighét med bifigde Kiausul
Ef " -
Ingdr | hyran L. r—l hyresgésilen har eget abonnemang
Trapp- ]
stidning | ingéri hyran [X] ombestris och bekostas av hyresgésten
Emballage-
och | den omfattning det aligger hyresviirden att dels tillhandahalia ulrymme for lagring av soporfemballage dels ordna boritransport av sddant
sophamtoing 1 avtall, sligger det hyresgisten att sortera och placera avfall | avselt kirl p avsedd piats liksom alt utan kompensation medverka il den
yiterligare kéillsortering som hyresvarden kan komma att besiuta,
Emballage- ach sophémtning
] ingarihyran
___l ombesdris och bekoslas av hyresgésten (dock aligger det hyresvirden att tlihandahélla sopkér och erforderligt soputrymma)
Z Ingar | hyran betréffande nedan markerade avfalistrakiioner. Det ligger hyresgiisten alt sjilv svara 1o och bekosta
uppsamiing, sortering, lagring och transport av hos hyresgéisten forekommande avfallsfraktioner som inte markerats nedan,
hushdlisavfall lysebr hdrda plastfSrpackningar
Qrovsapor melallfepackningar farligt avfall enligt férordning (1886:971) om farligt avfall
komposterbart avfall ofdrgade glasforpackningar
_‘ tidningspapper férgade glasforpackningar D
batterler papploepackninigar f_]
Snardjning | Bilaga
och sandning B ingar | hyran ] ombessris och bekostas av hyresgést [ enibi
Fastighels- | Bilaga
skatt '_] Ingés | byran m srsiitining hértér erléggs enligt sérskild Sverenskommelse
OfSrutsedda Skulle efier avlalets tecknande oférulsedda kosinadsokningar uppkomma for fastigheten pa grund av
kostnader a) inforande eller hdjning av sérskild fér fastigheten ulgéende skatt, avgift eller palaga vasom riksdag, regering, kammun eller
myndighet kan komma ait besiula
b} generella ombyggnadsétgirder eller liknande pa fastigheten som ej anbart avser lokalen och som hyresvarden laggs it
ulfdra till &5ljd av beslut av rksdag, regering, kommun eller myndighet
skail hyresgisten med verkan fran intridd kosinadsdkning ertdgga ersélttning Uil hyrasvarden fir pa lokalen beldpande ande! av den
lotala drliga kostnadsékningen for fastighet
|Lokalens andelar 100 procent. Har andelen ef anglvits ulgdrs denna av hyresgiistens hyra (exki eventuell moms) | frhilande till i
fastigheten ulg&ende lokalhyror (exkl eventuell moms) vid liden ¢ kostnadsSkningen. Fdr e} uthyrd loks! gdrs darvid en
uppskalining av marknadshyran for lokalen.
Med skalt enligt a) ovan avses ef moms och fastighetsskatt | den man ersitining hirfdr erldggs | enighet med Sverenskommalse,
Med ofSrutsedda koslnader menas sddana kosinader som vid avtalels ingdende inte beslulats av de under a) och b) anglvna
Instanserna, Ersétiningen erliggs enligt nedanstdende regler om hyrans betalning.
Upplysning

Observera alt det | vissa fall féruiom kryss | ruta ocks4 erfordras all bilaga fogas Uil avialet for att |

fastighaelsskatt och om hyresgéstens réit il nedsétining av hyra vid sedvanligt underhdll,

Sverenskommelsen i bllagan skall bit tliamplig. Det géller exempelvis Indexklausul, klausul om . /
4

Se | dvrigt Handiedning upprétiad av organisallonerna,

Bveriges Fastighetsigarefdrbunds 1onmit nr 428, upprmn 1998 i samrad med Svenak Hangoel och Sveriges Hotell oth Slan
Restaurangfiretagare, Efteriryck [drbjude: : 2
Lic net 91645008-221334. Ver nri 2.0, Llaendend it l.ocurh AB, w0
3
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‘HYRESKONTRAKT Sid 3 (4)
FOR LOKAL Nr 30557
‘Undertecknade har denna ‘!ﬂ traffat foljande hyresavtal; Kryss [ ruta Innebar att den darefter f5ljaride texten gHiler,
:ﬁ:ﬁ;;“ssnﬂ lighels3 vhyresvérden 4r skatiskyldig il moms far uthyrning av lokalen. Hyresgsien skall uldver hyran eridgga vid
vade (lllﬁlio géllande moms.
Om fastighetsa Sirden efter besiul av skaltemyndighelen blir skaliskyldig till moms for uthyrning av lokalen skall
hyresgéslen utéver hymn erldgga vid varje tillfille giltande moms.
Momsen som erliggs samtidigt med hyran beriknas pd angivet hyresbelopp jémte, enligt vid varje fidpunit géllande regler for
moms p4 hyra, pa | forekommande fall enligt hyreskontraktet uigaende g och andra erséttaingar.
Om hyresvérden Ui féljd av hyresgéasiens sjalvstindiga agerande — sdsom upplételse av lokalen | andra hand (dven upplatelse Ul
eget bolag), eller dverllelse — blir dtérbelalningsskyldig fér moms enligt bestimmelsema i mervardesskaitelagen skalk hyresgasten
fulll ut erséitta hyresvirden med det Aterbelalda bek |, Hyresgésten skall vidare ulge ers3itning (6r den kostnadsdkning som
I féljer av hyresvardens fdrlorade avdragsrall for lngﬁende moms pd driftskostnadema som uppslér genom hyresgésiens agerande,
Hyrans Hyran ert4ggs utan anfordran | forskoll senast ststa vardagen fore varje | Posigiro nr | Bankgiro nr
betalning kalendermanads bérjan [DX] kalenderkvarials bérjan  genom Inséttning pé 793-2312
Rénta, Vid fessnad hyresbelalning skall hyresgésten eridgga dels rinta enligt rintelagen, dels ersitining for skriftig betalningspaminnelse
Betainings- enligt lagen om erséittning fér inkassokosinader m m, Ersalining fér pdminnelse ulgar med belopp som vid varje tiitlle galler enkgt
pAminnelse férordningen om ersétining for inkassokosinader m m. )
Underfall i m Hyresvarden skall utfbra och bekosta erforderfigt underhall | Dock att hyresgasten svarar f¢ |Bilaga
] avlokalera och av honom tithandahablen Inredning _ , L
i I Hyr underhallsskyldighet omfattar dérutover | Bilaga
Hyresaisien skall utfbra och bekosta erforderligl underhall
:] av ytskikt pa golv, vaggar och fak Jamle av Inredning
tikhandahallen av hyresvirden.
Om hyresg4sten 4sidosatler sin underhalisskytdighet och e] inom skalig tid vidtar rattelse efter skriftlig anmodan #ger
hyresvérden riilt att fullgdra skyldigheten p& hyresgéstens bekosinad.
] Bllaga
Férdelningen av underhallsansvaret framgér av sarskitd bilaga 3
SKdtseloch drift [ oy inte annat sveranskommits ligger det hyresvarden att | forekommande fall ombesbria skotsel, drift och underhail av allmanna
och gemensamma ulrymmen,
Hyresgésten dger e rill att utan hyresvardens skriffiiga godkannande, | lokalen eller eljest inom fastigheten, uifdra Inrednings-
ociveller instaltations- eller dndringsarbeten som direkt berbr barande byggnadsdelar eller for fastighetens funktion viktiga
installationet sdsom VA-, e), venillationssystem et lillhdriga hyresvéarden.
Sprinklerhuvuden och anordningar for ventilation far inte av hyresgsten byggas In | Inredning s4 alt effekten av sddana anordningar
tdrasimyas. Det dligger hyresgasten att vid utforande av livedningsarbelen se til att funkilonen hos radiatores och andra uppvérm-
ningsanardningar | allt vasentligt hehalls,
‘Revisions-
besiktningar Om vid av myndighet pakaliad revislonsbesiktning av el- och sprinkleranordningar konstateras fel och brister | hyresgdsten filindrig
Installation, Aligger det hyresgésten att pa egen bekostnad inom av myndigheten 6  tid uiféra begénda Atgéirder. Om
hyresgéstert inom ndmnda tid e) digérdat fel och brister dger hyresvirden rit alt p hyresgéstens bekostnad uﬁéna sadana dtgdrder
som myndigheten foreskrivil.
Tillgangiighet til T
vissa utymmen | Utrymmen som fastigheteskdtare och personal frdn Energiverket, VA-verket, Tella AB eller motsvarande maste ha tigang Ui, skall
vad ankommer pa hyresgdsten hallas Iait tilgianghiga genom atl Inte blockera Witradet tHl sddana urymmen med skdp, backar, varor
och dym(t.
[Byggvaru-
deklarationer Om hyresgasien | enlighet med bestimmelser | detta avial elier eljest utfor underhalis-, farbattrings- eller &ndringsarbeten avseende
tokalen skall han f3r hyresviirden | god tid fSre arbetels utfdrande forete byagvarudeklarationer — | den mén sddana finns warbelade
-— 16 de produkier och matertal som skall tllforas lokalen. )
PBL-avgifter
Orn hyresgdsten utan erforderfigt bygglov vidtar Andringar | lokalerna och hyresviirden il fld hérav enligt reglema | PBL tvingas
utge byggnadsavgift eller NlAggsavgift skall hyresgésten til hyresvérden ulge mot wde belopp,
‘Nedsittaing
av hyra Hyresgasien har inte ralt U4 nedsAtining | hyran 16r tid d& hyresvirden Kler utfora arbete for al sélta lagenheten | avialat skick eller
annat arbete som sarskilt anges | avtalet, -
Hyresqistens rait tl nedsafining 2v hyran nér hyresvérden utdr sedvaniial underhdll av de forhyrda lokalema | Blaga
eller fastigheten | dvrigt regleras | bllaga, ] 4
Myndlghetskrav ] Det ligger
mm alt p4 eget ansvar och egen bekostnad svara for de atgdrder, som av forsiikringsbolag eller
L ' i byggnadsnamnd, mil}- och hdisoskyddsnamnd, brandmyndighet eller annan myndighet.,
the efter llitradasdagen kan komma att krivas f0r lokalens nytijande f5r avsedd anvéridning.
] nyresvarden  [X] hyresgasten Hyresgasten skall samrada med hyresvérden Innan dtgarder vidlas.
Upplysning

Observera alt det | vissa fall farutom kryss | rula ocksé erfordras alt bilaga fogas Gl avialet r att

Bverenskommelsen | bilagan skall bil till&mplig. Det gélier exempelvis indexkiausul, klausul om ,
faslighetsskatt och om hyresgéstens rétt il nwﬁlmlng av hyra vid sedvaniigt underhail,
Se | dvrigt Handledning uppriittad av orgmisahonema

Svariges mezww‘rumuwr nr 128, uppvllm 1998 i samrad med Svensk Handel ach Sveriges Hotell och Sign Sige
Ll rir; B1645008-224334, Vernr; 20, Licenslerad vl LoaumAB. ¥ 7/‘? ~z" ‘Z{/
"onn . " /,.
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HYRESKONTRAKT Sid 4 (4)

FOR LOKAL Nr- 30557
Undertécknade har déhna dag traffat ffjande hyresavtal: Kryss | ritta jonebir att den darefter fblﬁg_de texten giller,
Skyltar, markiser, | Hyresgasten dger efter samrdd med hyresvarden ratt all Uppsitia far verksamhelen sedvanlig skyll, under frutsatining, alt
fdnster, ddrrar etc | hyrasvirden e har befogad anledning att vagra ach ak hyresgésten inh3mtat erforderliga listand av berdrda myndigheler, Vid
avilytining éligger det hyresgésten alt Aterstalla husfasaden | godtagbart skick,
Vid mera omfallande fastighetsunderhail s&som fasad; Ing Aligger det hyresgasten att pd egen bekosinad och utan ersiiining

nedmontera och ter uppmontera skyltar, markiser och anlenne,

Hyresvarden farbinder slg att inle uppsalta automater och skyltskap 4 ytlervaggarna Wl de av hyresgésten forhyrda lokalerna utan
hyresgdslens medgivande samt medger hyresg&sten oplionsralt alt uppsatta automater och skyltskdp 4 ifrdgavarande véggar,

":] Hyresvéirden
E Hyresgéisten  svarar f3r skador p4 grund av &verkan 4 & fonsler D skyltfonster X eniréddrrar

[ ser [
. Hyresgfisten &r skyldlg aft teckna och vidmakhdlla glasforsakring betrffande sambliga tll lokalerna harande skyltfénster och
. __| entrédorrar,
Lasanordningar | Del digger . alt trusla lokalera med sadana I3s- och staldskyddsanordningar
_I Hyresvarden m Hyresgésien som krévs féc hyresgiistens affars- eller foretagsforsakeing,
Force majeurs Hyresvérden fritager sig fran skyldighel att fullgdra sin de) av avialel och frén skyldighet att eﬂéggé skadestand om hans dtaganden

Inte alls eller endast Hill onormalt hdg kostnad kan fullgéras pd grund av krig eller upplopp, p4 grund av sidan arbetsinstéile!se,
blockad, eldsvada, explosion eller Ingrepp av offentlig myndighel som hyresvirden inle rader dver och inta heller kunnat fosutse.

Sikerhet Férutsétining for della avials glllighet &r att sdkerhet | form av |'Bﬂaga
) ] benkgarani  [] borgen [ l8mnas senast den
| ~Sarskiida ' |Bilaga

bestimmelser  IHyresavtalet &r giltigt endast om nuvarande hyresgést
sédger upp gdllande avtal.

Atgarder i lokalen 5
Ondorskift Detta kantrakt, som inte utan sérskilt medgivande far inskrivas, har uppriittats itva Iikalydande exemplar, av vilka partema tagit var

sill. Tidigare avial melfan parterna avseende denna lokal upphdr alt gélla ir o m deita avtals Ikraftirddande,

Ortidatum / Ordatum

Stockholn} oo Stockholm

. POV o -

. Hyresyérd e Hyresgast
".JStockholms léns lgndsting, ya Stockholms stad, socialtjanst-
landstingsfastiglifeter Stockholm férvaltningen, HVB vuxna
|V, . -zg\ Sl .v)/‘ :
) y A\ - . )
Namnfortydiigande - \ Namnfdrtydligande
Eeida—Stannew Dag Helin - )
Tommy Lenberg Ty ‘ :

Ovarens- P4 grund av denna dag Iriffad Sverenskammelse upphdr kontrakiet att galia ™~ A
kommelse fro mden tifl vilken dag hyresgasten fdrbinder sig att avfiyita
om avflyttning Ort/datum Ort/datum

Hyresvard Hyresgést
Overitolue "| Ovanstéende hyreskonlrakt 8veriates

from den : pa . . :

Frantradande hyresgést Tilltrédande hyresgast | Personnriorgnr
Ovanstdende Ort/datum i varesvérd
Yverlitelse
godkinnes

Upplysning .
Observera att det| vissa fall f8rulom kryss | ruta ocksé erfordras att bllz}ga fogas till avtalet for ait o

Gverenskommelsen | bilagan skall bil tii&mplig, Det galter exempelvis indejklausul, kiausul om
fastighetsskait och om hyresgastens ritt Ull nedsétining av hyra vid se(ivén'ﬁgt underhal, R
Se | dvrigt Handlsdning uppréttad av organisationerna, Lo e

riges Fastighelshgarefbrbunds formular v 125, upprattat 1908 1samiad raed Svensk Randel och Sveriges Fotell ooh
Restaurangfretagara, Efteriryck fSrbjudes. . PR
Lie nrt 1 6-221334, Ver nr: 2,0, Licensierad tlll; Locum AB,
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INDEXKLAUSUL sid 1 (2)

for lokal Bilaganr 1
Anvisningar se sida tv,

Avser Hyreskontrakt ne T fastigheten
30557 Provrdret 16
Hyresvird Stockholms l4ns landsting, landstingsfastigheter stockholm
genom Locum AB
Hyresgist Stockholms stad, socialtjdnstférvaltningen, HVB vuxna
Kilausul
Av det i kontraktet angivna hyresbeloppet — kronor 2.758.725:-  skall 75 %
eller . kronor utgéra bashyra. Under hyrestiden skall med hansyn till

forandringarna | konsumentprisindex (totalindex med 1980 som basér) tillégg till hyresbeloppet
utgd med en viss procent & bashyran enligt nedanstaende grunder.

— F&r hyresavtal som bdrjar Iopa ndgon gdng under tiden 1/1 — 30/6 anses bashyran
anpassad till indextalet fér oktober ménad dret innan.

— For hyresavtal som bdrjar I6pa ndgon gang under tiden 1/7 - 31/12 anses bashyran i
stéllet anpassad tll indextalet fér oktober manad under samma tid.

— Indextalet for den oktoberméanad till vilken bashyran enligt ovan anses anpassad utgér bastal
sé&vida Inte annat avtalals enligt foliande genom angivande av &r. Annat 6verenskommet

bastal, némligen indextalet for oktober manad 4r 1994 .

Skulle indextalet nagon pafdljande oktobermanad ha stigit [ férhallande till bastalet, skall tillagg
utga med det procenttal varmed indextalet dndrats | férhéllande till bastalet. 1 fortsattningen skall
tillagg utga | forhallande till Indexdndringarna, varvid hyresféréndringen berdknas pa basis av den
procentuella férandringen mellan bastalet och indextalet for respektive oktobermanad.

Utgaende hyra skall dock aldrig séttas l4gre @n det i kontraktet angivna hyresbeloppet.
Hyresandringen sker alltid fr o m 1 januari efter det att oktoberindex féraniett omrékning,

JA
Underskrift _ Ort/datum ! Ort/datum
Stockr\?olm‘ EB {2y Stockholm
Hyrésviird] - - Hyresgast
Stockholms léns la clﬁ'ﬁf?.?lg, Stockholms stad, socialtjanst-
landstingsfastighfter Stockholn} férvaltningen, HVB vuxna
\geno‘ Locum AB .
S X ————— e o S _Hyresgist
N \ 4 | ,
Tommy Lenberg W I/r)éy\/\_

Hyresvérdens egen notering om bastal;

. s TN . . -
Svirigas Faslighetsigaref8rbunds fosmuldir hr 8E upprittat 1899 | samrad mod Svensk Hande) och Sveriges Hotell och Restaurangttretagare, Eflertryck fSrbjudes.
Lic nri 91645008-221334, Vor nr: 2,0, Licensierad till ; Locum AB o P, .
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Sid 2 (2)

Anvisningar till Indexklausul for lokal

Bashyran
Om hela eller viss andel av det | avtalet angivna hyresbeloppet skall utgdra bashyra &r en férhandlingsfraga och

kan bero pa hyresvillkoren i dvrigt (sdsom exempelvis hyrans storlek | krfm? och ar samt vilka dvriga forpliktelser
som avilar hyresgésten m m).

Bastalet
Indextalet for den oktobermanad till vilken bashyran anses anpassad utgdr bastalet savida inte annat anges

genom anglvande av ar (se bestdmmelserna pa omstaende sida).
Jamforelse mellan indextalen sker sa snart arets oktoberindex blir ként. De senaste aren har oktoberindex
blivit ként | mitten av november. :

Berikning av tilldgget
1) Berdkna skillnaden mellan aktuellt oktoberindex och bastalet.

2) Om skilinaden &r posiltlv, divideras den framraknade skillnaden med bastalet,
3) Tilldggets storlek berdknas genom att denna kvot multipliceras med bashyran.

Exempel
a) Antag att bashyran ar 75 000 kr/ar och &r anpassad till oktoberindex 1896, som &r 255,9.

Oktoberindex for 1998 ar 257,3.

1) Skillnaden mellan indextalet 267,3 och bastalet 255,9 ar 1,4.

2) 1,4 dividerat med bastalet 255,9 ger en kvot pa 0,0055 (dvs 0,56%).

3) Denna kvot 0,0055 (dvs 0,56%) multiplicerad med bashyran 75 000 kr blir 410 kr, vilket alltsa blir
tillagget for ar 1999 enligt klausulen.

b) Antag att bashyran istéilet &r anpassad till 1997 ars oktoberindex som &r 259,6.

1) Skillnaden mellan indextalet 257,3 och bastalet 259,6 ar negativ och féranleder darmed Inget tillégg.
Det i avtalet angivha hyresbeloppet géller.
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l Bilaga nr 3 1(4)
O C U m . Kontrakt nr 30567
200£-07-02

VARDEN FOR VARDEN rev 2001-08-15

KRYSSLISTA MELLAN HYRESVARD OCH HYRESGAST
Avseende figar- och kostnadsansvar for skotsel, underhall och mediaférbrukning

Denna lista redovisar vilket tjénstebud respektive vilka funktioner som géller for lokalen,
o Alla tjinster markerade med ett kryss i kolumnen *Bastjénst” ingdr { den éverenskomna hyran i

forekommande fall,
» Kryss i kolumnen "Tilliggstjdnst” indikerar tjanster/funktioner som betalas separat.

e De tjinster som ej #r upptagna i listan utfSrs av Hyresgisten.

For bastjdnst, dvs tjinsteutbud som ingdr i hyran, svarar Hyresvérden dven for reinvesteringen om inte annat
anges.

Forandring pakallad av hyresghist avseende tekniska system eller befintlig utformning bekostas av hyresgést.

Installation av utrustning eller inredning som skal| installeras fast i byggnad eller anslutas till befintliga
installationer far endast ske efter godkénnande av hyresvérden och av hyresvérden godkénd entreprendr,

Séidant som ej regleras i denna krysslista regleras i forsta hand av grinsdragningslista for tidigare genomfdrt
projekt alternativt Sprirapport 224,

Avser befintliga tjénster/funktioner vid den tidpunkt da hyresavtal tecknades.

Hv= hyresvérden
Hg= hyresgist
] Avtal
Agare | Bastjinst | Tilliggs- | stodtjsinst | Anméirkning
tjfinst finns

1 SKOTSEL OCH UNDERHALL

1A MARK OCH TOMT

Blombord, stationiira blomlddor i anslut Hv X

till byggnad etc

Dammat/fontiner Hv X

‘Eluttag for bilviirmare Hv X

Fast konstndrlig utsmyckning Hv

Flaggstinger Hv X

Hanvisningsskyltar, yitre Hv/Hg X Andringar pga verksamhetsforindringar bekostas av
. hg

Qricnteringstavlor Hv x

Parkering Hv X

Skotsel o underhall X

Stiingsel, grindar Hv X

Triidgdrdsmébler, stationgira Hy X

Vég/renhdllning x

Ytterbelysning ) Hv X

fifo sydsomsbengtkrysslista melian hyresy och nesy.doc
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Bilaga nr 3 2(4)
Kontrakt nr 30557
N 200t-07-02
VARDEN F&R VARDEN rev 2001-08-15
Avtal
Agarc | Bastjinst | Tilliggs- | stddtjdnst | Anmirkning
tidnst finns
I1B_BYGGNADER
Allmin tillsyn ] X
Allménna utrymmen, entréhallar ctc Hg X Mébler, blommor efe. )
Arbetsbinkar, stationfira Hv X Avsedda fSr stadigvarande bruk oavsett hg
Arbetsbiinkar, verksamhet . Hg X Avsedda f3r hyrcsgists specifika verksamhet
Byte av lampor/lysror X Avser hyresgiistens lokal allménbelysning samt
arbetsplatsbelysning, Armatur fér allméinbelysning dgs
av hyresviird,
Hanvisningsskyltar, allnvinna utrymmen, | Hv/Hg X Utformning skall godicinnas av hv
Hinvisningsskyltar, verksamhet, inkl Hg X
belysning
Fast inredning, kok och hygienrum oxkl Hy x Avyscdda fSr stadigvarande bruk oavsett hg, k8ksskip,
vitvavor toapapperhillare o dyl,
Inre underhdll (golv, viiggar, domar mm) X
Yttre underhdll (fasader, fonster, tak, E3
portar mm)
Jour/beredskap - bastjinster X Insatstiden i enlighet med av hv tillimpade normer.
N . For hogre krav erfordras tilliiggsavtal,
Las — doritryck, liskistor ete Hv X
Lis - fastighot ink! cl-lds kodlds Hy X Skallds
Lis - verksamhet, ink| el-lds, kodlds flg X ‘Avser lscylindrar, clslutblcck ete,
Ldsadministeation - verksamhet X )
Markiser, utvindiga persienner etc Hy X
Persienner (inviindiga) , inre Hg X
solavskiirmning, morklaggning etc.
Rostfria inredningar stationsira Hy X Avscdda for stadigvarande bruk oavscit hg
Rostfria Inredningar verksamhct Hg x Avsedda for hyresgiists specifika verksamhet
Sanitetsporslin Hv X
Sopkiirl, kalfsorteringskiirl, inredning Hv X Hg ansvarar for intern transport, reng6ring av kiirl,
soprum etc, ) vagnar etc, ] )
Sophiimtning — hushdllsavfall X Se hyresavtal § emballage och sophdmtning
Sophimtning ~ tidningspapper x Se hyresavtal § emballage och sophimtning
Sophiimtning — metallforpackningar X Sc hyresavtal § emballage och sophéimtning
Sophiimtning - glasforpackningar (firgade X Se hyresavial § emballdge och sophimtning
och offirgade)
Sophiiintning —pappforpackningar X Sc hyresavtal § emballage och sophimtning
Sophimtning — hdrda plasiforpackningar X Se hyresavtal § emballage och sophamtning
Sophiimtning — storkdksavfall X Sc hyresavial § emballage och sophimtning
Sophiimtning — riskavfall X Se hyresavtal § emballage och sophémtning
Sophiimtning — grovsopor X 1 Se hyresavial § emballage och sophémtning
Sophimining — farligt avfall X Se hyresavtal § emballage och sophéimtning, tex
lysrbr, kylskdp
‘Utrymningsplaner Hy X
‘Utrymningsskyltar Hv X
1C INSTALLATIONER . 1. . .
Allmiinbelysning - fast installerad Hyv X Belysning avsedd att g¢ ram dess grundliggande ljus.
Avbrottsfii kraft (UPS), verksamhet Hg X Avser aggregat som frébrjer verksamhetens )
R utrustning/installationer
Belysning verksamhet, arbetsplats etc. Hg x . .
Belysning hiinvisningsskyltar: Hy X Andringar pga verksamhetsforiindringar bekostas ay
hg .
Blanddre Hy * . i
Brandlarmssystem Hy X L /
Mo sythGinsbergks ysslisto mallan hyresy och hyresg.doc
. fa e
R X
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I Bilaga nr 3 3(4)

O C U m . Kontrakt nr 30557

2001-07-02
VARDEN FOR VARDEN rev 2001-08-15
Avtal
Agare | Bastjiinst | Tilliggs- | stodtjénst | Anmirkning
{jinst finns

Brandslickare - 18sa sliickare Hg X Giiller of I6ga slickare | allménna utrymmen,

Centrala driftanitiggningar, avhirdning, Hv X

avskiljare, vattenrcaing ete,

Centraldammsuganliiggning Hv X Avser befintlig anliggning, vid fraintida reinvestering
skall samrdd ske mellan Hv och Hg om teknisk
16sning, Reinvestering finansierns med tilliggshyra.

Centralradioanliiggning Hv X Avser befintlig anltiggning, vid framtida reinvestering
skall samrdd ske mellan Hy och Hg om teknisk
18sning. Reinvestering finansieras med tilliiggshyra.

» Avser néit fram till uttag

Driftanldggningar, avhirdning, avskiljare, Hg X

vattenrening etc. - lokala

Dérmkontrollan]dggning — skallds Hyv X

Darrkontrollanliggning - verksamhet Hg X

Déroppnare/stiingare — skallds Hv X

Dorrdppnarc/stingare — verksamhet Hg X

Fastighetsndt, Tclenfit - kanalisation Hv/Hg X

Fastighetsnat, Toleniit - spridningsnit Hv/Hg X

Fastighetsndt, Teleniit - stamniit Hv/Hg X

Fastighctsnat, Teleniit — omridesnit Hy/Hg . X .

Hissanléiggning for persontransport Hv X inkl lanm och telefon

Hissar som lyftanordning Hg X T ex vid lastkaj

Inbrottsskydd Hg X . . .

Installationsbunden utrustning Hg X Fast ansluten utrustning autoklaver, spolos, dragskdp
etc.

Kabel-TV-system Hy X Avser befintlig anliggning, vid [ramtida reinvestering
skall samrid ske mellan Hv och Hg om teknisk
losning. Reinvestering finansicras med tiliggshyra,
Avser nét fram till uttag

Klimatruoy Hg X Tex 16sa kylrum, véirmerum, media ingir oj

Kyl & frysrum inkl, maskiner Hv X

QOperationsutrustning Hg X Operationsbord, Jampor cfe.

Paticntlyftar Hg X

Patientsighalsystem Hg X

Porttelefon, entrésignal Hv X Avser endast skaldorr

Reservkraflanliggning/nddbolysning Hv X Testkérs regelbundet. Uppfyller svensk standard
4371002

‘Skyddstumsinredning Hv X
Slickanliggning for speciellt indamdl Hg X Ex laboratorier, datorsystem
(brand)

Snabbtelefonvixel Hg X

Snabbtelenit Hg X

Sprinkleranliggning Hv X s Avscr ¢f anliiggning for sirskilt indamdl

Stetilcentralutrustning Hg = X ) . o ]

Storkdksutrustning Hg X

Telefonviixel ] Hg X

Telcanliggningar - 6vr[g_a X

Tvhitrumsinredning, ink! tvittmaskin, Hv x

contrifug, torktumlarc etc. . . o

Venlilationsanldggning ~ atlinéin Hv X Anpassning pga ombyggnad, indrad rumsanvindning
eller indrad verksambet i Jokalen bekostas av hg,

Vcntllanonsnnliiggnmg speciell (ex. Hv X Anpassning pga ombyggnad, dndrad rumsanviindning

operation ete) ) cller tindrad vorksamhet i lokalen bekostas av hg.

Vitvaror avdulnmgskok/pcrsmmlkék spis, Hv X e

diskmaskin, kylskip ete. L

" [ syhBewsbetigtkeysslisia melkon hyresy ouls hyresy doc
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I Bilaga nr 3 4(4)
O C U | I I . Kontrakt nr 30657
. 2001-07-02
VARDEN FOR VARDEN rev 2001-08-15
) Avtal
Agare | Bastjnst | Tilldggs- | stodtjinst | Anmérkning
tjdnst finns
Overfallsskydd Hg X
2 MEDIAFORBRUKNING
El X
Komfortkyla X
Processkyla X T ex i lab, serverutrymmen, kyl- och frysrum
Medicinska gaset X )
Vatten X
| Virme X

fafo sychBemsbengkrysslisia moios hyresv och hyvespdoc
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Bilaga 4 till hyreskontrakt nr 30557

Parterna har enats om féljande om nedséttning av hyran vid sedvanligt underhall
(kryss i ruta innebér att den dérefter foljande texten giller).

' Nedsittning av hyran for hinder eller men | nyttjanderétten till foljd av att hyresvérden
i later utfora sedvanligt underhéll av de férhyrda lokalerna elier fastigheten i évrigt utgar
| enlighet med hyreslagens regler.

Hyresgésten har inte réatt till nedséttning av hyran fér hinder eller men | nyttjanderétten
till foljd av att hyresvérden later utféra sedvanligt underhéll av de forhyrda lokalerna eller
fastigheten i dvrigt. Det aligger dock hyresvérden att i god tid underrétta hyresgasten
om arbetets art och omfattning samt nér och under vilken tid arbetet skall utforas.

1 Parterna &r 6verens om att rétten till nedséttning av hyran nér hyresvirden utfér sed-
vanligt underhall av de férhyrda lokalerna eller fastigheten | dvrigt skall regleras enligt

féljande
Or/datum " | Ortidatum )
Stockholm Q ey -0 R Stockholm
4 d : = / Hyresgdst ) o
Stockholms liéns lagdsting, . |Stockholms stad, socialtjdnst-
landst ingsfastigheer . Stoekloln V férvaltningen, HVB yuxna
g = i NI A ‘m 1J+P-\—/‘\
Namnfortydiigande ' ) Ramniorydigands = E—
L el da—Seanmow Dag Helin
' “Tommy Lenberg

. i

Sveriges Fastighets¥garefdrbunds formulse nr 16, uppritiat 1988 ) ssmedd med Svensk Handel och Sveriges Hotal) och
R gars, utg de bilaga il formulde 128 Hyreskontrakt fér lokal. ERtertryck farbjudes.
Lic nr: $1645008-221334, Ver nrs 2.0, Livenslerad till: Locum AB, i L
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VARDEN FOR VARDEN

Ansvarsfordelning 1
brandsikerhetsfragor

Bilaga 6 till hyresavtal 30557 mellan
Stockholms ldns landsting genom
Locum AB och Socialtjansten Stockholms stad

Bilaga skapad 2005-10-03
Bilaga senast éndrad 2013-11-22

LAV
JL ocx LMS
LENS LANDSTING

Page 13 of 25

ransaktion 09222115557447524131 fi“ E‘ Signerat A



VARDEN F8R VARDEN

Bilaga nr 5 I(1)

Kontrakt nSI‘oc)}p;i
2001-07-02 % s |,
rev 2001-08-15 ANKopy g

ATGARDSLISTA MELLAN NUYARANDE HYRESGAST OCH INFLYTTANDE

HYRESGAST

Nuvarande hyresgiist, SVSO, kommer innan avflyttning att bekosta foljande atgérder:

Entréplan:

* montering av uppstillningsmagnet pd befintligt ddrrparti, kopplat till

brandlarm

¢ nytt dorrparti lika befintligt

o tillskapande av dusch samt WC ca 4*1,5 m, nya utrymmet kaklas

Plan |

¢ rum 148 ny vigg upp till valv med 35 dB dérr, anpassning av ventilation och

belysningstindning

 flyttning av 4 st garderober, komplettering av socklar

Ovanstdende arbeten kommer att vara firdigstllda senast | oktober 2001,

Ort/datum
m Stockholm
OO~ Qn"’l %
...... “

Hyresviird ] Hyresgiist
Stockholm lans landsfing, ' Stockholms stad, socialtjinstforvaltningen,
Yan dat ﬂ&stastlghetex (pc.khohn ’ HVB vuxna

B R VU S N e e, e .

5 WTQ\ 1 mf“\w\

Namnfortydligande { Namnfortydligande

el Stanme Tommy Lenberg

[z fo sy drnsbergsbilaga 31 tloc

Dag Helin

Transaktion 09222115557447524131
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Ansvarsfordelning i brandsiikerhetsfragor

Ansvaret for byggnaders och verksamheters brandskydd &r delat mellan Locum, som &r
fastighetségarens representant, och hyresgésten.

Detta dokument beskriver ansvarsfordelningen mellan Locum och hyresgéisterna och
fungerar som komplement till hyresavtalet.

Byggnadstekniskt brandskydd

En byggnad #r uppdelad i flera s& kallade brandceller, En brandcell kan vara ett eller
flera rum, en hisstrumma eller liknande. Brandceller ér omg#irdade och avdelade av
byggnadstekniskt brandskydd.

Byggnadstekniskt brandskydd bestar av byggnadsdelar som ska motsta eller forhindra
spridning av brand eller r6k under en viss given tid. Det kan till exempel vara
brandavskiljande dorrar (brandddrrar), viggar och liknande.

Om- eller tillbyggnad, installationer eller annat &ndringsarbete som kréver ingrepp i
byggnadens stomme eller diri gjorda installationer, fir hyresgésten utfSra endast efter
att ha inhdmtat hyresvérdens skriftliga medgivande.

Locum ansvarar for att brandceller i lokalerna &r titade vid inflyttning och efter at-
beten som utforts i Locums regi.

Hyresgisten ansvarar sjilv for att egna arbeten inte sétter brandcellerna i lokalerna ur
spel. Dirfor far inte en dorr tas bort innan det har sikerstéllts att den inte &r en
brandddrr. Samma giller brandavskiljande viggar. Om hyresgésten efter hyresvérdens
skriftliga godkénnande borrar hal f5r kabeldragningar och liknande #r det ocksé
hyresgistens ansvar att dessa hal titas pé ett typgodként sétt och med ett typgodként
material.

Brandlarm

Det finns flera olika typer av brandlarm och detektorer. I vissa lokaler finns det bara
brandlarm i korridorer och utrymningsvéigar, medan det i andra finns larm och de-
tektorer Sverallt. Detektorer kan antingen reagera pa rok eller pd véirme som dverstiger
70°C.

Locum ansvarar for att de obligatoriska myndighetskontrollerna och -provningarna
genomfdrs pa fastighetens brandlarm. Detta sker bdde genom periodiska kontroller som
genomfbrs av driftentreprendren och genom revisionsbesiktningar genomforda av
besiktningsfdretag. Revisionsbesiktningar gors en gang per ar.

Hyresgisten ansvarar for att personalen har bra kunskap om brandlarmets funktion
och vilka atgérder som ska vidtas vid larm. ,
Hyresgasten fir inte siitta brandlarmet ur spel genom att till exempel ticka for de-
tektorer eller pd annat sétt skada larmets funktion,
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Sprinkler

Sprinkler 4r sprinklerhuvuden och rt som #r fyllda med vatten. Dessa dr normalt
placerade i taket, Sprinklerhuvudet l6ser ut néir det blir varmare &n cirka 68° C. Varje
sprinklerhuvud har individuell utlésning, vilket innebér att huvudena var for sig maste
nd 68° C for att 16sas ut. Det betyder att ett huvud kan 16sas ut utan att nagot annat gor
det.

Locum ansvarar ot att obligatoriska myndighetskontroller och provningar genomftrs
pa fastighetens sprinklersystem. Detta sker bide genom periodiska kontroller som
genomfbrs av driftentreprentren och genom revisionsbesiktningar genomftrda av
besiktningsforetag. Revisionsbesiktningar gérs en géng per ar.

Hyresgiisten ansvarar for att inte siitta sprinklersystemet ur spel genom att till exempel
téicka 6ver huvuden eller pa annat sétt forhindra sprinklerns funktion. Det &t viktigt att
inte skiirma av sprinklerhuvudena med till exempel takbelysning, draperier eller hoga
hyllor. Sprinklerhuvudet ska ha minst 0,5 meter fritt luftrum under sig.

Hyresgdsten ansvarar for att personalen har bra kunskap om sprinklersystemet och
vilka atgérder som ska vidtas om sprinklern 18ses ut.

Utrymningsskyltar

Utrymningsskyltar ska visa utrymningsvég. Det finns olika typer av skyltar, efterly-
sande (det vill siiga sjilvlysande), belysta och genomlysta.

Genomlysta skyltar 4r forsedda med batteribackup. Vid strémavbrott lyser de minst 60

minuter. .

Locum ansvarar for installation av utrymningsskyltar och dess funktion, till exempel
att byta ljuskilla vid behov.

Hyresgiisten ansvarar for att skyltarna inte &r blockerade. De ska vara fullt synliga i
utrymningsvégen och visa ritt riktning. Om en skylt inte lyser ska hyresgésten anmala
detta till aktuell driftentreprendr. ,

Utrymningsviigar ’ -
Utrymningsvigar ska vara fria frin hinder och leda vidare ut i det fria alternativt till
annan sdker plats.

Locum ansvarar £5r att lokalerna har ritt nédutrymningsfunktion n#r de tas i bruk.

Hyresgisten ansvarar for att se till att nddutgingar och végar till dem inte #r block-
erade samt att dorrarna dr litta att 6ppna utan verktyg. Utrymningsvégen ska vara fri,
hela vigen och hyresgisten fir ddrfor inte blockera végen med t.ex. mbler, vagnar,

avfall, ankommande gods 0.s.v.

Brandventilation ‘ :
Brandgasventilation ska forhindra rékspridning genom att antingen stinga spjéll eller
starta sirskilda fléktar for att ventilera ut brandrok. I trapphus finns det rékluckor som
behovs fir att riddningstjansten ska kunna ventilera ut trapphuset for siker utrymning
vid brand. _
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Locum ansvarar for kontroller av brandventilationen och dtgrder om fel uppstr.
Detta sker genom periodiska kontroller genomftrda av driftentreprendren och genom
myndighetsbesiktning.

Hyresgdsten fir inte sitta brandspjll och liknande brandventilation ur funktion. Ett
brandspijill som inte fungerar slipper igenom r&k och eld mellan brandceller vilket
innebdr att brandens skador Skar.

Lokala slickredskap

P4 ett sjukhus finns tva sorters slickredskap, dels inomhusbrandposter, dels hand- '

~ brandslickare. Inomhusbrandpost 4r en slang kopplad till en kallvattenledning och
upplindad pa rulle som sitter i ett skép. Det far aldrig vara mer &n 25 meter frén ett

slickredskap till ett annat. Handbrandsléckarna kan vara av olika typ beroende p

verksamhet, De innehéller antingen skum, kolsyra vatten eller pulver.

Locum ansvarar for att inomhusbrandpost eller brandsléckare finns i gemensamma
ytor som till exempel hisshallar och entréer. Driftentreprentren kontrollerar brand-
posterna och slickarna genom periodiska kontroller. En géng per &r utfors teknisk
kontroll av slickredskapen.

Hyresgisten ansvarar for att det finns sldckredskap i de egna lokalerna samt for
kontroll av desamma, En géng per ar ska hyresgésten ombestrja teknisk kontroll av
sldckredskapen.

Ritningar, utrymningsplaner och dokumentation

Ritningar, utrymningsplaner och annan dokumentation om fastigheten upprittas av
fastighetssigaren, i det hr fallet Locum. Dokumentationen beskriver brandcellsin-
delning, utrymningsvégar och hur byggnaden &r konstruerad ur brandskyddssynpunkt.

Locum ansvarar for att ritningar, utrymningsplaner, orienteringsritningar for
brandlarm och sprinkler, driftinstruktioner samt brandskyddsbeskrivningar upprittas
eller revideras vid om-, till- och nybyggnader. Detta for att fungera som underlag for
fastighetsigarens och hyresgéstens systematiska brandskyddsarbete samt for att en sd
siker rdddningsinsats som méjligt ska kunna ske.

Hyresgiisten ansvarar for att utrymningsplaner for egna lokaler stimmer 6verens med
rddande forhallanden. Det innebir att planerna ska uppdateras nir till exempel
brandsléckare tillkommer, flyttas eller tas bort.

Gasflaskor och brandfarlig vara

For att hantera gasflaskor och brandfarliga varor i en lokal kan det ibland behovas
tillstdnd bade for verksamheten och £or fastighetséigaren. Detta beror p4 méngd
brandfarlig vara och regleras genom Lagcn om brandfa.rhga och explosiva varor, SFS
2010:1011. .

Locum ansvarar for gasflaskor och brandfarliga varor som krévs for de fastighets-
tekniska systemen. Detta kan till exempel gilla diesel till reservkraftsaggregaten. I
vissa fall krivs tillstand frin kommunen géllande brandfarlig vara. I sddana fall kréivs
ocks3 att en person har ansvaret fr varan, Om tillstind krévs, ans8ker Locum om detta
och utbildar &ven ansvarig personal.

Hyresgdsten ansvarar for egna gasflaskor och brandfarliga varor. Det 4r den totala
volymen inom verksamheten som avgdr om tillstind krivs eller ¢j. Oxygen (syrgas)
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riknas inte som brandfarlig vara utan #r en brandunderhéllande gas. Gasflaskor ska
forvaras och skyltas enligt AFS 2001:4.

Skriftlig redogirelse for brandskyddet

I lag om skydd mot olyckor (SFS 2003:778) stadgas att &gare av fastighet skall upp-
ritta och inge en skriftlig redogdrelse for brandskyddet till den kommun dér fastigheten
4r beldgen. Nyttjanderéttshavare (hyresgést) skall ge 4garen de uppgifter som denne
behdver for att fullgdra sin skyldighet. Ar det friga om anldggning dir s.k. farlig
verksamhet bedrivs, skall i stéllet den som bedriver verksamheten uppritta och inge
skriftlig redogdrelse till kommunen. Agaren skall vid farlig verksamhet ge den som
utdvar verksamheten de uppgifter som behdvs for fullgdrandet av dennes skyldigheter,
Réddningsverket har utférdat foreskrifter (SRVFS 2003:10) och allménna rad (SRVFS
2004:4) om skriftlig redogérelse for brandskyddet.

I foreskriften och i de allménna raden ges tillimpningsanvisningar och kommentarer
till lagtexten.

Locums arbete med de skriftliga redogdrelserna behandlas i en rutin med dértill ho-
rande instruktion. Rutin och instruktion finns i Locums riktlinjer fr systematiskt
brandskyddsarbete.

Locum ansvarar {or att uppritta och inge skriftlig redogdrelse for brandskyddet till
kommunen dir respektive fastighet ér belégen. Den skrifiliga redogtrelsen skall om-
fatta uppgifter om fastigheten och dess byggnader, det tekniska och organisatoriska
brandskyddet for séviil fastigheten och dess byggnader, som de verksamheter som
bedrivs inom fastigheten. Uppgifter fran hyresgiisterna skall ligga till grund for redo-
gorelsen. Vid farlig verksamhet skall uppgifter om den aktuella byggnaden samt om
det tekniska och organisatoriska brandskyddet l4mnas till hyresgésten.

Locum tillhandahdller en webbtjinst for upprittande av skriftliga redogorelser for
brandskyddet. Locums handléggare liksom hyresgésterna ges tilltrdde till tjinsten
genom inloggning pa webbplatsen srb.locum.se/admin.

Hyresgdsten ansvarar for att limna uppgifter om sitt brandskydd till Locums
kundansvarige eller till en inom Locum sirskilt utsedd handléggare. Uppgifterna skall
omfatta det tekniska och organisatoriska brandskyddet for all verksamhet som hyres-
giisten bedriver och i forekommandg fall dven sidan verksamhet som dennes hyres-
géster 1 andra hand bedriver. Hyresgisten svarar vid farlig verksamhet for att uppritta
och inge skriftlig redogtrelse for brandskyddet till kommunen dér verksamheten
bedrivs.

Ordning och reda

Locum och hyresgiisten har ett gemensamt ansvar att hilla ordning i gemensamma
lokaler, som till exempel kulvertar, hisshallar och korridorer. Ansvaret innebér att inte
belamra lokalerna med till exempel mébler, kartonger, skrip och annat som hindrar
framkomst. Férhindrad framkomst kan f& for5dande konsekvenser, bade vad giller
skada p& ménniskor och material. Hindret kan antingen &ka hastigheten pé
brandfrloppet eller hindra raddningspersonal att komma fram till nédstéllda personer.

For ytterligare information om brandsikerhetsarbete i Stockholms l4ns landstings
lokaler, kontakta Locums kundansvarige for aktuell fastighet, tel. 08-123 170 00.
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VARDEN FOR VARDEN

Ansvarsfordelning 1
brandsdkerhetsfragor

Bilaga 4 till hyresavtal 30557 mellan
Stockholms ldns landsting genom
Locum AB och Socialtjdnsten Stockholms stad

Bilaga skapad 2005-10-03
Bilaga senast &ndrad 2013-11-22 JL

VI AR EN DEL AV
STOCKHOLMS
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Ansvarsfordelning i brandsikerhetsfragor

Ansvaret for byggnaders och verksamheters brandskydd ér delat mellan
Locum, som #r fastighetsédgarens representant, och hyresgisten.

Detta dokument beskriver ansvarsfordelningen mellan Locum och hyres-
gisterna och fungerar som komplement till hyresavtalet.

Byggnadstekniskt brandskydd

En byggnad #r uppdelad i flera sa kallade brandceller. En brandcell kan
vara ett eller flera rum, en hisstrumma eller liknande. Brandceller &r om-
girdade och avdelade av byggnadstekniskt brandskydd.

Byggnadstekniskt brandskydd bestar av byggnadsdelar som ska motsta

eller forhindra spridning av brand eller rok under en viss given tid. Det

kan till exempel vara brandavskiljande d6rrar (branddérrar), viggar och
liknande.

Om- eller tillbyggnad, installationer eller annat dndringsarbete som
kriver ingrepp i byggnadens stomme eller déri gjorda installationer, far
hyresgésten utfora endast efter att ha inhdmtat hyresvardens skriftliga
medgivande.

Locum ansvarar for att brandceller i lokalerna 4r titade vid inflyttning
och efter arbeten som utforts i Locums regi.

Hyresgisten ansvarar sjilv for att egna arbeten inte sétter brandcellerna i
lokalerna ur spel. Dirfor far inte en dorr tas bort innan det har sikerstillts
att den inte #r en branddoérr, Samma géller brandavskiljande viggar. Om
hyresgisten efter hyresvirdens skriftliga godkénnande borrar hal for
kabeldragningar och liknande &r det ocksa hyresgéstens ansvar att dessa
bhal titas pa ett typgodként sitt och med ett typgodkant material.

Brandlarm

Det finns flera olika typer av brandlarm och detektorer. I vissa lokaler
finns det bara brandlarm i korridorer och utrymningsvégar, medan det i
andra finns larm och detektorer 6verallt. Detektorer kan antingen reagera
pa rok eller pa virme som dverstiger 70°C.

Locum ansvarar for att de obligatoriska myndighetskontrollerna

och -provningarna genomfors pa fastighetens brandlarm. Detta sker bade
genom periodiska kontroller som genomfors av driftentreprendren och
genom revisionsbesiktningar genomfbrda av besiktningsforetag.
Revisionsbesiktningar gors en géng per ar.

Hyresgiisten ansvarar for att personalen har bra kunskap om brand-
larmets funktion och vilka &tgérder som ska vidtas vid larm.
Hyresgiisten far inte sdtta brandlarmet ur spel genom att till exempel
tidcka for detektorer eller pd annat sétt skada larmets funktion.
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Sprinkler

Sprinkler &r sprinklerhuvuden och rér som &r fyllda med vatten. Dessa &r
normalt placerade i taket. Sprinklerhuvudet 16ser ut nér det blir varmare
#n cirka 68° C. Varje sprinklerhuvud har individuell utlésning, vilket
innebér att huvudena var for sig méste nd 68° C for att 16sas ut. Det
betyder att ett huvud kan 16sas ut utan att ndgot annat gor det.

Locum ansvarar for att obligatoriska myndighetskontroller och prov-
ningar genomfrs p4 fastighetens sprinklersystem. Detta sker bade genom
periodiska kontroller som genomfors av driftentreprendren och genom
revisionsbesiktningar genomfbrda av besiktningsforetag. Revisions-
besiktningar gors en ging per ar.

Hyresgisten ansvarar for att inte sétta sprinklersystemet ur spel genom
att till exempel téicka Sver huvuden eller pé annat sétt forhindra sprink-

lerns funktion. Det &r viktigt att inte skéirma av sprinklerhuvudena med

till exempel takbelysning, draperier eller higa hyllor. Sprinklerhuvudet
ska ha minst 0,5 meter fritt luftrum under sig.

Hyresgiisten ansvarar for att personalen har bra kunskap om
sprinklersystemet och vilka &tgérder som ska vidtas om sprinklern 16ses
ut.

Utrymningsskyltar

Utrymningsskyltar ska visa utrymningsvég. Det finns olika typer av
skyltar, efterlysande (det vill séiga sjélvlysande), belysta och genomlysta.
Genomlysta skyltar 4r forsedda med batteribackup. Vid stromavbrott
lyser de minst 60 minuter.

Locum ansvarar for installation av utrymningsskyltar och dess funktion,
till exempel att byta ljuskilla vid behov.

Hyresgiisten ansvarar for att skyltarna inte ir blockerade. De ska vara
fullt synliga i utrymningsvégen och visa rétt riktning. Om en skylt inte
lyser ska hyresgisten anméla detta till aktuell driftentreprendr.

Utrymningsviigar
Utrymningsvigar ska vara fria fran hinder och leda vidare ut i det fria
alternativt till annan séker plats.

- Locum ansvarar for att lokalerna har réitt nédutrymningsfunktion nar de-
tas i bruk.

Hyresgdsten ansvarar for att se till att n6dutgéngar och végar till dem
inte ar blockerade samt att dorrarna #r l4tta att 5ppna utan verktyg.
Utrymningsvigen ska vara fri hela viigen och hyresgésten far dirfor inte
blockera viigen med t.ex. mébler, vagnar, avfall, ankommande gods o.s.v.
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Brandventilation

Brandgasventilation ska forhindra rokspridning genom att antingen
stinga spjall eller starta sérskilda flaktar for att ventilera ut brandrok. I
trapphus finns det rékluckor som behovs for att rdddningstjénsten ska
kunna ventilera ut trapphuset for siker utrymning vid brand.

Locum ansvarar for kontroller av brandventilationen och &tgérder om fel
uppstér. Detta sker genom periodiska kontroller genomforda av drift-
entreprendren och genom myndighetsbesiktning.

Hyresgisten fir inte sitta brandspjll och liknande brandventilation ur -
funktion. Ett brandspjill som inte fungerar slipper igenom rok och eld
mellan brandceller vilket innebér att brandens skador okar,

Lokala slickredskap

P4 ett sjukhus finns tva sorters sldckredskap, dels inomhusbrandposter,
dels handbrandslickare. Inomhusbrandpost &r en slang kopplad till en
kallvattenledning och upplindad pa rulle som sitter i ett skap. Det far
aldrig vara mer 4n 25 meter frén ett slickredskap till ett annat.
Handbrandslickarna kan vara av olika typ beroende pa verksamhet. De
innehaller antingen skum, kolsyra vatten eller pulver.

Locum ansvarar for att inomhusbrandpost eller brandsléckare finns i
gemensamma ytor som till exempel hisshallar och entréer.
Driftentreprendren kontrollerar brandposterna och slickarna genom
periodiska kontroller. En gng per ar utfrs teknisk kontroll av sléck-
redskapen.

Hyresgisten ansvarar for att det finns slickredskap i de egna lokalerna
samt for kontroll av desamma. En gang per ar ska hyresgésten ombesorja
teknisk kontroll av slickredskapen.

Ritningar, utrymningsplaner och dokumentation

Ritningar, utrymningsplaner och annan dokumentation om fastigheten
upprittas av fastighetségaren, i det hir fallet Locum. Dokumentationen
beskriver brandcellsindelning, uttymningsvigar och hur byggnaden &r
konstruerad ur brandskyddssynpunkt.

Locum ansvarar for att ritningar, utrymningsplaner, orienteringsritningar
for brandlarm och sprinkler, driftinstruktioner samt brandskyddsbeskriv-
ningar upprittas eller revideras vid om-, till- och nybyggnader. Detta for _
att fungera som underlag for fastighetségarens och hyresgistens e
systematiska brandskyddsarbete samt for att en sa siker rdddningsinsats
som mdjligt ska kunna ske.

Hyresgiisten ansvarar for att utrymningsplaner for egna lokaler stimmer
sverens med radande forhallanden. Det innebér att planerna ska upp-
dateras nir till exempel brandslackare tillkommer, flyttas eller tas bort.

C—
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Gasflaskor och brandfarlig vara

For att hantera gasflaskor och brandfarliga varor i en lokal kan det ibland
behovas tillstind bade for verksamheten och for fastighetségaren. Detta
beror pa miingd brandfarlig vara och regleras genom Lagen om brand-
farliga och explosiva varor, SFS 2010:1011.

Locum ansvarar for gasflaskor och brandfarliga varor som krévs for de
fastighetstekniska systemen. Detta kan till exempel gélla diesel till
reservkraftsaggregaten. I vissa fall krévs tillstind frin kommunen
gillande brandfarlig vara. I sddana fall krévs ocks att en person har
ansvaret for varan, Om tillstind krivs, anséker Locum om detta och
utbildar dven ansvarig personal.

Hyresgisten ansvarar for egna gasflaskor och brandfarliga varor. Det &
den totala volymen inom verksamheten som avgér om tillstdnd krévs
eller ej. Oxygen (syrgas) riknas inte som brandfarlig vara utan &r en
brandunderhéllande gas. Gasflaskor ska frvaras och skyltas enligt AFS
2001:4.

Skriftlig redogirelse for brandskyddet

I lag om skydd mot olyckor (SFS 2003:778) stadgas att dgare av fastighet
skall uppritta och inge en skriftlig redogérelse for brandskyddet till den
kommun dér fastigheten &r beldgen. Nyttjanderittshavare (hyresgést)
skall ge 4garen de uppgifter som denne behdver for att fullgora sin skyl-
dighet. Ar det friga om anléggning dér sk. farlig verksamhet bedrivs,
skall i stillet den som bedriver verksamheten uppritta och inge skriftlig
redogorelse till kommunen. Agaren skall vid farlig verksamhet ge den
som utdvar verksamheten de uppgifter som behdvs for fullgorandet av
dennes skyldigheter.

Riddningsverket har utfirdat foreskrifter (SRVFS 2003:10) och allméinna
rad (SRVFS 2004:4) om skriftlig redogorelse for brandskyddet.

I foreskriften och i de allménna rdden ges tillimpningsanvisningar och
kommentarer till lagtexten.

Locums arbete med de skriftliga redogorelserna behandlas i en rutin med
dértill hérande instruktion. Rutin och instruktion finns i Locums riktlinjer
for systematiskt brandskyddsarbete.

Locum ansvarar for att uppritta och inge skriftlig redogorelse for
brandskyddet till kommunen dir respektive fastighet 4r beldgen. Den
skriftliga redogdrelsen skall omfatta uppgifter om fastigheten och dess
byggnader, det tekniska och organisatoriska brandskyddet for savél

. ~fastigheten och dess byggnader, som de verksamheter som bedrivs inom
fastigheten. Uppgifter fran hyresgésterna skall ligga till grund for redo-
gorelsen. Vid farlig verksamhet skall uppgifter om den aktuella bygg-
naden samt om det tekniska och organisatoriska brandskyddet lamnas till
hyresgésten. '

Locum tillhandahdller en webbtjénst fr upprittande av skriftliga redo-
gorelser for brandskyddet. Locums handl4ggare liksom hyresgésterna ges
tilltréide till tjinsten genom inloggning p& webbplatsen
srb.locum.se/admin.
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Hyresgisten ansvarar for att 1dmna uppgifter om sitt brandskydd till
Locums kundansvarige eller till en inom Locum sérskilt utsedd
handléggare. Uppgifterna skall omfatta det tekniska och organisatoriska
brandskyddet for all verksamhet som hyresgisten bedriver och i
forekommande fall dven sidan verksamhet som dennes hyresgéster i
andra hand bedriver. Hyresgisten svarar vid farlig verksamhet for att
uppritta och inge skriftlig redogorelse for brandskyddet till kommunen
dir verksamheten bedrivs.

Ordning och reda

Locum och hyresgisten har ett gemensamt ansvar att hilla ordning i
gemensamma lokaler, som till exempel kulvertar, hisshallar och korri-
dorer. Ansvaret innebir att inte belamra lokalerna med till exempel
mdbler, kartonger, skrip och annat som hindrar framkomst. Férhindrad
framkomst kan fa forodande konsekvenser, bade vad giller skada pd
ménniskor och material. Hindret kan antingen oka hastigheten pa
brandfSrloppet eller hindra rdddningspersonal att komma fram till
nodstéllda personer.

For ytterligare information om brandsékerhetsarbete i Stockholms léns

landstings lokaler, kontakta Locums kundansvarige for aktuell fastighet,
tel. 08-123 170 00.
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LOKAL Sid 1 (1)
' ocum. UPPSAGNING OCH MEDDELANDE ENLIGT 12 KAP

VAROEN FOR VARDEN 58 § JORDABALKEN. AVSER | FORSTA HAND

ANDRADE HYRESVILLKOR.

Avser

Hyreskantrakt nr: Fastighetsbeteckning:
30857 Provriret 16

Hyresvird

Namn; Personnrjorgnr:

Stockholm lans landsting genom Locum AB 232100-0016

Hyrasgist

Namn: Personnriorgnr:

Sodialférvaltningen Stockholms Stad 212000-0142

Uppsigning till
hyresgiisten

Hirmed uppsigs det mellan oss géflande hyresavtalet avseende er Jokal i fastigheten
Provriret 16 i Stockholms kommun

till upphdrande den 2017-12-31

Meddelande

At.s ]

For frlangning av hyresforhllandet begrs devilikor som framgar av bifogat farslag till hyresavtal,
Alt.2
Fér forlingning av hyresforh3liandet begdrs filjande dndrade hyresvillkor:

Ny bilaga Ansvarsférdelning Brandsékerhetsfragor
Forlangningstid 36 méanader
Ny arshyra 3 800 000 kr

| Bvrigt ska hyresavialet 18pa pd ofdrandrade villkor.

Om farléngning av hyresférh&ilandet intekan kommatill stand och ni inte gar med pé att flytta utan att f3 ersiittning enligt a2 kap. 5B b §
jordabalken, har ni attinom tvd minader frin denna uppsigning hanskjutatvisten till hyresndmnden f6r medling.

O ni har nigra frigor som rér dennauppsigning bor ni ta kontakt med undertecknad p3 fotjande telefonnummer

Fredrik Lundholm 08-12317107

Underskrift

Ort/datum:
Stockholm 2017-03-24

Hyresvirdens nemn:

Stackholm lans landsting genom Locum AB
D Firmatecknare

Namntégkning ffirppatecknarefombud):
ﬂﬂ_% Z / . é ey [ . [X] Ombud enligt fullmake

Namnfartydligande: /
Ann-Charlotte Fagertund

El;kﬁnnande

Jag har denna dag tagit emot errmed dennalikalydande handling

" Fockhelm 9017 -0u- 1L

esgastens namn: N L %
" &JC\KMQDPWH V\z@é@\ %w_&g\/\otm SC&&Q

Namnteckning (firmatecknarefombud): [[]Firmatecknare
Q/\.' EOmbud enligt fullmakt

Na‘mnfértydligande: -
Hens PO&OL@

Upplysning

Denna hlankatt anvinds nir hyresvirden i forsta hand erbjuder en féridngning av hyresférhaltandet pinya viltkor, Hyresvirden miste | uppsdgningen ange de villkor
som han kriiver ftiren forlangning av avealet. Det giirs enklast och sikrast genom att tillmpa alt. a under rubriken “Meddelande”. Vilket alternativ som hyresvarden
viljer markeras med kryssi aktuell ruta.

Om alt. 2 tillimpasoch ngot nytt hyreskontrakt siledes inte bifogas bor orden “tillsammans med forsag till nytt hyresavtal” under rubriken “Erkénnande” strykas.
Om hyresvirden 8nskar att hyresfdrhallandet Inte ska forlingas anvinds Fastighetsdgarna Sverigesformular nr 20.

Fastighetségarna Sveriges formulir nr 19 (reviderat 1988 och 2011). Eftertryck farbjuds.
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Arendenummer

s,s Bolagsverket Vizzos 201

Registreringsdatum

851 81 Sundsvall
undsva 2021-03-17 08:46

0771-670 670
www.bolagsverket.sc

MARTIN SVENSSON
BOTRYGG AB

BOX 335

581 03 LINKOPING

Vi har registrerat foljande arende

Organisationsnummet: 556730-2905
Foretagsnamn: Botrygg Forvaltningsfastigheter AB

Bolagsverket har registrerat detta &rende om
- kallelse av borgendrer i &drende avseende tillstdnd till fusion

Overtagande foretag:

556730-2905 Botrygg Forvaltningsfastigheter AB
Overlatande foretag:

559226-7545 Storvreta Centrumfastigheter AB

Ovanstaende foretag har hos Bolagsverket ansokt om tillstédnd att
verkstdlla en mellan dem traffad fusionsplan beslutad 2021-02-23,

som innebdr att dverlatande foretag ska uppgad i overtagande foretag.

Bolagsverket har utfdrdat kallelse pd overldtande foretags kanda
och okanda borgenarer 2021-03-17.

Borgendrerna har forelagts att, om de vill bestrida ansbkningen,
senast 2021-05-20 skriftligen anm&la detta hos Bolagsverket.

Kallelsen kungtrs i PoIT 2021-03-19.

Om inget bestridande anmdlts kan tillstandsdrendet registreras.

103)
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5,2 Bolagsverket REGISTRERINGSBEVIS

851 81 Sundsvall
0771-670 670
www.bolagsverket.se

AKTIEBOLAG

Organisationsnummer
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2007-04-17
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556053-5873 Ernst & Young Aktiebolag, Box 450, 581 05 LINKOPING
Representeras av: 731125-1974

HUVUDANSVARIG REVISOR
731125-1974 Eriksson, Magnus Roland, c/o Ernst & Young AB, Box 450,
581 05 LINKOPING

FIRMATECKNING
Firman tecknas av styrelsen
Firman tecknas i forening av
Cocozza, Carl Adam Michael
Cocozza, Michael Franz
Dessutom har verkstdllande direktdren rdatt att teckna firman
betraffande 1lopande forvaltningsdtgdrder

FORESKRIFT OM ANTAL STYRELSELEDAMOTER/STYRELSESUPPLEANTER
Styrelsen skall bestd av lagst 1 och hogst 10 ledamdter
med hogst 10 suppleanter.

BOLAGSORDNING
Datum for senaste &andringen: 2010-04-13

FORBEHALL/AVVIKELSER/VILLKOR I BOLAGSORDNINGEN
Hembudsforbehall

VERKSAMHET

Foremalet for bolagets verksamhet dr att bedriva
fastighetsforvaltning samt ddarmed forenlig verksamhet.

RAKENSKAPSAR
0101 - 1231

KALLELSE
Kallelse sker genom brev med posten eller e-post.

E-POSTADRESS
infol@botrygg. se

TIDIGARE FORETAGSNAMN
2007-05-23 Armenien Fastighets AB

Registreringsbeviset ar skapat av Bolagsverket.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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3.5 Settings available via API only

3.5.1 Set highlighting

3.5.2 Field editable by Signatory

4. Initiate the workflow (Initiator)

4.1 Initiate Workflow Execution from Design View

4.2 Initiate Workflow Execution from Template Workflow

4.2.1 List of Template Workflows

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

5. Administer the Workflow Execution (User)

5.1 Progress history

5.2 Withdraw invitation

5.3 Extend due date

5.4 Restart document

5.5 Start signing

5.6 Download document

5.7 Send reminder

5.8 Send document again

5.9 Change of authentication to view and authentication to sign methods

5.10 Bounce management

5.11 Review Attachments

5.12 Review evidence attachments

6. Follow the workflow (Party)

6.1 Overview of Workflow Execution

6.2 Accessing the Sign View

6.2.1 Invitation message

6.2.2 List of Initiated Workflows

6.3 Authenticate to view

6.3.1 Authentication to view

6.4 Reviewing the Sign Material

6.4.1 Contact information

6.4.2 Branded header

6.4.3 Other branded Sign View components

6.4.4 Signing header

6.4.5 Review instruction

6.4.6 Mandatory/optional explanation

6.4.7 Download PDF

6.4.8 Document display

6.4.9 Guiding arrow

6.4.10 Text fields

6.4.11 Checkboxes

6.4.12 Radio buttons

6.4.13 Signature box

6.4.14 About you section

6.4.15 Attachments section

6.4.16 Requested attachments section

6.4.17 Signatories section

6.4.18 Reject or sign section

6.5 Rejecting to sign the Sign Material

6.5.1 Reject button

6.5.2 Rejection section

6.5.3 Rejection confirmation page

6.6 Signing the Sign Material

6.6.1 Signature Drawing Modal

6.6.2 PIN by SMS authentication and Signature Confirmation Section

6.6.3 Swedish BankID authentication and Signature Confirmation Section

6.6.4 Signature Confirmation Section

6.7 Receiving the confirmation after signing

6.7.1 Signature Registration Section

6.7.2 Signature confirmation page

6.7.3 Signature confirmation message

7. Evidence collection

7.1 Collecting missing Sign Material

7.2 Producing the Transaction Logs

7.2.1 Recording Signatories’ activities in Scrive eSign

7.2.2 Generating images of the confirmation after Signatories signed

7.2.3 Recording Signatories’ system information

7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

7.3 Recording clock error

8. Evidence Package generation

8.1 Preparing the Evidence Package

8.1.1 Prepare a Final PDF (step 1)

8.1.2 Append the Verification Page (step 2)

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

8.1.4 Append the Evidence Quality Framework (step 4)

8.1.5 Append the Service Description (step 5)

8.1.6 Append the Evidence Log (step 6)

8.1.7 Append the Evidence of Time (step 7)

8.1.8 Append the Evidence of Intent (step 8)

8.1.9 Append the Digital Signature Documentation (step 9)

8.1.10 Append the Digital Signature (step 10)

8.1.11 Append the Keyless Digital Signature (step 11)

8.1.12 PAdES Digital Signature (optional to Steps 10 and 11)

9. Document administration

9.1 Document list

9.1.1 List view

9.1.2 Learn more and manage workflow

9.1.3 Mass-withdraw invitations

9.1.4 Send mass-reminder

9.1.5 Delete

9.1.6 Filter and search

9.1.7 Download all documents

9.1.8 Download metadata as CSV

9.2 Template Workflow editing list

9.2.1 List view

9.2.2 Filter and search

9.2.3 Delete

9.2.4 Share

9.3 Trash list

9.3.1 List view

9.3.2 Filter and search

9.3.3 Restore

9.4 Auto-deletion of documents and personal data

10. Account administration

10.1 Organisation administration

10.1.1 Organisation details

10.1.2 White-label branding

10.2 User administration

10.2.1 User privileges

10.2.2 User management

1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2021-05-26 15:37:27.24049 UTC ±28 ms

    		2021-05-26 14:47:13.404587 UTC

    		

      81.170.136.180

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/90.0.4430.212 Safari/537.36 Edg/90.0.818.66

      

    

    		

      

        The initiator Johan Jacobsson (JJ) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2021-08-24 21:59:59 UTC, d) set the time zone to Europe/Berlin and e) initiated the signing workflow.

      


    

  



  

  

    		2021-05-26 15:37:27.24049 UTC ±28 ms

    		2021-05-26 14:47:13.404587 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (adam.cocozza@botrygg.se) to Adam Cocozza (AC). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-05-26 15:38:04.83927 UTC ±28 ms

    		2021-05-26 14:47:13.404587 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Adam Cocozza (AC) was delivered.

      


    

  



  

  

    		2021-05-26 17:05:21.717671 UTC ±8 ms

    		2021-05-26 16:47:18.215513 UTC

    		

      155.4.222.85

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Adam Cocozza (AC) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-05-26 17:05:24.749268 UTC ±8 ms

    		2021-05-26 16:47:18.215513 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to adam.cocozza@botrygg.se was opened.

      


    

  



  

  

    		2021-05-26 17:11:31.56593 UTC ±11 ms

    		2021-05-26 16:47:18.215513 UTC

    		

      155.4.222.85

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Adam Cocozza (AC) changed the text in the text field “ID number” from 

  blank

 to 

  “8303042017”

.

      


    

  



  

  

    		2021-05-26 17:11:38.001984 UTC ±11 ms

    		2021-05-26 16:47:18.215513 UTC

    		

      155.4.222.85

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Adam Cocozza (AC) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Provröret_210526_slutligt ink bilagor" med transaktionsnummer 9222115557447524131.










Data returned from 

  CGI

:

  
Name: ADAM COCOZZA

  
ID number: 

  198303042017



  
IP: 155.4.222.85


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-05-26 17:11:38.001984 UTC ±11 ms

    		2021-05-26 16:47:18.215513 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]
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 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.73 ms

		standard deviation: 1.59 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈84.609%

		|e| < 5 ms: ≈99.622%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2021-04-13 14:14:12.811734 UTC and 2021-05-26 16:47:18.215513 UTC:







  		Time collected

  		Clock offset







  

    		2021-04-13 14:14:12.811734

    		-1.9 ms

  





  

    		2021-04-13 15:14:14.778964

    		2.4 ms

  





  

    		2021-04-13 16:14:16.439324

    		3.0 ms

  





  

    		2021-04-13 17:14:18.606364

    		2.2 ms

  





  

    		2021-04-13 18:14:20.60176

    		-0.5 ms

  





  

    		2021-04-13 19:14:23.817716

    		1.8 ms

  





  

    		2021-04-13 20:14:25.622051

    		0.8 ms

  





  

    		2021-04-13 21:14:27.137885

    		2.2 ms

  





  

    		2021-04-13 22:14:28.734061

    		0.7 ms

  





  

    		2021-04-13 23:14:30.304719

    		1.2 ms

  





  

    		2021-04-14 00:14:32.059769

    		-1.1 ms

  





  

    		2021-04-14 01:14:33.720104

    		-0.1 ms

  





  

    		2021-04-14 02:14:35.655915

    		0.6 ms

  





  

    		2021-04-14 03:14:38.147008

    		-0.2 ms

  





  

    		2021-04-14 04:14:41.468467

    		-1.5 ms

  





  

    		2021-04-14 05:14:43.130518

    		0.4 ms

  





  

    		2021-04-14 06:14:45.945128

    		-0.8 ms

  





  

    		2021-04-14 07:14:49.191021

    		0.0 ms

  





  

    		2021-04-14 08:14:52.098655

    		0.1 ms

  





  

    		2021-04-14 09:14:54.617793

    		0.8 ms

  





  

    		2021-04-14 10:14:57.18167

    		-1.5 ms

  





  

    		2021-04-14 11:14:59.316821

    		-1.4 ms

  





  

    		2021-04-14 12:15:01.294134

    		0.9 ms

  





  

    		2021-04-14 13:15:04.348683

    		0.5 ms

  





  

    		2021-04-14 14:15:06.705246

    		-0.9 ms

  





  

    		2021-04-14 15:15:08.681725

    		-0.4 ms

  





  

    		2021-04-14 16:15:11.55788

    		0.1 ms

  





  

    		2021-04-14 17:15:15.578075

    		0.6 ms

  





  

    		2021-04-14 18:15:18.314887

    		0.1 ms

  





  

    		2021-04-14 19:15:20.038348

    		1.1 ms

  





  

    		2021-04-14 20:15:22.461066

    		-1.8 ms

  





  

    		2021-04-14 21:15:24.220643

    		3.0 ms

  





  

    		2021-04-14 22:15:25.771044

    		2.1 ms

  





  

    		2021-04-14 23:15:27.470199

    		2.7 ms

  





  

    		2021-04-15 00:15:29.088644

    		3.2 ms

  





  

    		2021-04-15 01:15:31.172843

    		2.8 ms

  





  

    		2021-04-15 02:15:33.013942

    		3.4 ms

  





  

    		2021-04-15 03:15:34.899192

    		2.4 ms

  





  

    		2021-04-15 04:15:36.579884

    		3.2 ms

  





  

    		2021-04-15 05:15:38.057319

    		1.8 ms

  





  

    		2021-04-15 06:15:40.514172

    		1.8 ms

  





  

    		2021-04-15 07:15:43.018309

    		3.3 ms

  





  

    		2021-04-15 08:15:44.582129

    		0.9 ms

  





  

    		2021-04-15 09:15:47.634367

    		1.6 ms

  





  

    		2021-04-15 10:15:49.970159

    		-0.1 ms

  





  

    		2021-04-15 11:15:53.280142

    		1.3 ms

  





  

    		2021-04-15 12:15:55.104318

    		-0.4 ms

  





  

    		2021-04-15 13:15:57.016337

    		-2.4 ms

  





  

    		2021-04-15 14:15:59.092132

    		0.4 ms

  





  

    		2021-04-15 15:16:01.37767

    		-1.2 ms

  





  

    		2021-04-15 16:16:03.094437

    		1.6 ms

  





  

    		2021-04-15 17:16:05.424564

    		3.0 ms

  





  

    		2021-04-15 18:16:07.395823

    		0.7 ms

  





  

    		2021-04-15 19:16:09.974379

    		1.1 ms

  





  

    		2021-04-15 20:16:12.957418

    		-0.6 ms

  





  

    		2021-04-15 21:16:14.816073

    		-0.4 ms

  





  

    		2021-04-15 22:16:16.895117

    		-1.5 ms

  





  

    		2021-04-15 23:16:19.997228

    		-1.9 ms

  





  

    		2021-04-16 00:16:22.456777

    		-0.6 ms

  





  

    		2021-04-16 01:16:24.999541

    		-0.5 ms

  





  

    		2021-04-16 02:16:27.300408

    		2.8 ms

  





  

    		2021-04-16 03:16:30.122417

    		1.1 ms

  





  

    		2021-04-16 04:16:32.935952

    		2.1 ms

  





  

    		2021-04-16 05:16:36.204055

    		0.7 ms

  





  

    		2021-04-16 06:16:38.981628

    		2.3 ms

  





  

    		2021-04-16 07:16:41.988416

    		2.0 ms

  





  

    		2021-04-16 08:16:44.360819

    		-1.0 ms

  





  

    		2021-04-16 09:16:48.004375

    		-2.6 ms

  





  

    		2021-04-16 10:16:50.103638

    		-0.9 ms

  





  

    		2021-04-16 11:16:52.239753

    		0.8 ms

  





  

    		2021-04-16 12:16:54.553807

    		-0.8 ms

  





  

    		2021-04-16 13:16:56.418501

    		-0.2 ms

  





  

    		2021-04-16 14:16:59.219143

    		2.4 ms

  





  

    		2021-04-16 15:17:01.005305

    		-0.5 ms

  





  

    		2021-04-16 16:17:03.22498

    		-0.5 ms

  





  

    		2021-04-16 17:17:05.699503

    		3.0 ms

  





  

    		2021-04-16 18:17:08.226425

    		1.5 ms

  





  

    		2021-04-16 19:17:10.771042

    		-0.8 ms

  





  

    		2021-04-16 20:17:13.874816

    		-1.7 ms

  





  

    		2021-04-16 21:17:16.660137

    		-0.2 ms

  





  

    		2021-04-16 22:17:18.816886

    		-2.0 ms

  





  

    		2021-04-16 23:17:21.242613

    		0.7 ms

  





  

    		2021-04-17 00:17:23.442682

    		2.7 ms

  





  

    		2021-04-17 01:17:26.122135

    		1.8 ms

  





  

    		2021-04-17 02:17:27.740109

    		1.8 ms

  





  

    		2021-04-17 03:17:29.999807

    		2.4 ms

  





  

    		2021-04-17 04:17:32.408113

    		-0.9 ms

  





  

    		2021-04-17 05:17:35.486434

    		0.5 ms

  





  

    		2021-04-17 06:17:38.519987

    		0.9 ms

  





  

    		2021-04-17 07:17:41.029639

    		3.0 ms

  





  

    		2021-04-17 08:17:43.162014

    		2.5 ms

  





  

    		2021-04-17 09:17:45.025324

    		-1.6 ms

  





  

    		2021-04-17 10:17:47.530676

    		0.3 ms

  





  

    		2021-04-17 11:17:50.789551

    		-0.8 ms

  





  

    		2021-04-17 12:17:55.111505

    		-1.5 ms

  





  

    		2021-04-17 13:17:57.372904

    		0.6 ms

  





  

    		2021-04-17 14:17:59.746275

    		0.0 ms

  





  

    		2021-04-17 15:18:02.616186

    		2.1 ms

  





  

    		2021-04-17 16:18:05.866769

    		0.4 ms

  





  

    		2021-04-17 17:18:08.64569

    		1.1 ms

  





  

    		2021-04-17 18:18:10.69702

    		0.8 ms

  





  

    		2021-04-17 19:18:13.749103

    		0.7 ms

  





  

    		2021-04-17 20:18:16.202636

    		1.0 ms

  





  

    		2021-04-17 21:18:18.286156

    		1.7 ms

  





  

    		2021-04-17 22:18:21.00447

    		0.8 ms

  





  

    		2021-04-17 23:18:22.627478

    		2.7 ms

  





  

    		2021-04-18 00:18:24.370702

    		1.4 ms

  





  

    		2021-04-18 01:18:26.542647

    		1.8 ms

  





  

    		2021-04-18 02:18:28.535098

    		0.6 ms

  





  

    		2021-04-18 03:18:30.504641

    		1.4 ms

  





  

    		2021-04-18 04:18:32.897851

    		2.1 ms

  





  

    		2021-04-18 05:18:34.767369

    		3.8 ms

  





  

    		2021-04-18 06:18:37.68606

    		2.0 ms

  





  

    		2021-04-18 07:18:40.297268

    		1.7 ms

  





  

    		2021-04-18 08:18:43.762657

    		-0.8 ms

  





  

    		2021-04-18 09:18:47.719873

    		1.6 ms

  





  

    		2021-04-18 10:18:50.912405

    		-2.1 ms

  





  

    		2021-04-18 11:18:54.888104

    		1.7 ms

  





  

    		2021-04-18 12:18:57.779503

    		0.2 ms

  





  

    		2021-04-18 13:19:01.753062

    		2.5 ms

  





  

    		2021-04-18 14:19:04.435592

    		3.4 ms

  





  

    		2021-04-18 15:19:06.083406

    		3.3 ms

  





  

    		2021-04-18 16:19:09.182403

    		2.9 ms

  





  

    		2021-04-18 17:19:12.448946

    		2.0 ms

  





  

    		2021-04-18 18:19:20.947874

    		-0.4 ms

  





  

    		2021-04-18 19:19:29.285401

    		-0.7 ms

  





  

    		2021-04-18 20:19:38.642149

    		2.2 ms

  





  

    		2021-04-18 21:19:46.899559

    		0.3 ms

  





  

    		2021-04-18 22:19:55.222606

    		-0.5 ms

  





  

    		2021-04-18 23:19:56.931477

    		0.3 ms

  





  

    		2021-04-19 00:19:59.07993

    		0.1 ms

  





  

    		2021-04-19 01:20:02.096473

    		2.5 ms

  





  

    		2021-04-19 02:20:04.197473

    		0.4 ms

  





  

    		2021-04-19 03:20:05.791932

    		0.4 ms

  





  

    		2021-04-19 04:20:09.07873

    		-1.6 ms

  





  

    		2021-04-19 05:20:11.874351

    		2.1 ms

  





  

    		2021-04-19 06:20:13.921641

    		-0.8 ms

  





  

    		2021-04-19 07:20:15.452291

    		2.1 ms

  





  

    		2021-04-19 08:20:18.338846

    		0.8 ms

  





  

    		2021-04-19 09:20:20.531038

    		0.4 ms

  





  

    		2021-04-19 10:20:22.509452

    		-0.2 ms

  





  

    		2021-04-19 11:20:24.429028

    		-3.0 ms

  





  

    		2021-04-19 12:20:26.912889

    		-0.5 ms

  





  

    		2021-04-19 13:20:30.518824

    		-2.1 ms

  





  

    		2021-04-19 14:20:32.549474

    		-1.6 ms

  





  

    		2021-04-19 15:20:34.436001

    		1.4 ms

  





  

    		2021-04-19 16:20:35.920362

    		3.1 ms

  





  

    		2021-04-19 17:20:37.766603

    		2.9 ms

  





  

    		2021-04-19 18:20:41.080666

    		-0.1 ms

  





  

    		2021-04-19 19:20:43.523724

    		1.7 ms

  





  

    		2021-04-19 20:20:46.656447

    		-0.6 ms

  





  

    		2021-04-19 21:20:49.403317

    		1.8 ms

  





  

    		2021-04-19 22:20:51.860531

    		1.7 ms

  





  

    		2021-04-19 23:20:54.363803

    		1.4 ms

  





  

    		2021-04-20 00:20:56.584415

    		-0.3 ms

  





  

    		2021-04-20 01:20:58.554043

    		-0.6 ms

  





  

    		2021-04-20 02:21:00.299408

    		-0.4 ms

  





  

    		2021-04-20 03:21:01.876393

    		1.7 ms

  





  

    		2021-04-20 04:21:04.40158

    		1.2 ms

  





  

    		2021-04-20 05:21:06.019837

    		3.7 ms

  





  

    		2021-04-20 06:21:07.973323

    		3.7 ms

  





  

    		2021-04-20 07:21:10.033732

    		3.3 ms

  





  

    		2021-04-20 08:21:13.373329

    		2.3 ms

  





  

    		2021-04-20 09:21:15.215584

    		1.1 ms

  





  

    		2021-04-20 10:21:17.054945

    		2.6 ms

  





  

    		2021-04-20 11:21:19.274294

    		0.1 ms

  





  

    		2021-04-20 12:21:22.272578

    		1.0 ms

  





  

    		2021-04-20 13:21:32.464934

    		2.1 ms

  





  

    		2021-04-20 14:21:34.047503

    		0.5 ms

  





  

    		2021-04-20 15:21:35.577089

    		-0.7 ms

  





  

    		2021-04-20 16:21:38.914426

    		-0.3 ms

  





  

    		2021-04-20 17:21:40.95837

    		-1.0 ms

  





  

    		2021-04-20 18:21:42.780547

    		-1.6 ms

  





  

    		2021-04-20 19:21:44.497751

    		0.5 ms

  





  

    		2021-04-20 20:21:46.056944

    		1.0 ms

  





  

    		2021-04-20 21:21:47.542197

    		-1.1 ms

  





  

    		2021-04-20 22:21:49.853794

    		1.7 ms

  





  

    		2021-04-20 23:21:51.531706

    		2.0 ms

  





  

    		2021-04-21 00:21:54.588222

    		-0.1 ms

  





  

    		2021-04-21 01:21:56.979092

    		-1.2 ms

  





  

    		2021-04-21 02:21:58.794352

    		0.5 ms

  





  

    		2021-04-21 03:22:00.245086

    		-0.7 ms

  





  

    		2021-04-21 04:22:02.776651

    		0.6 ms

  





  

    		2021-04-21 05:22:04.431335

    		2.5 ms

  





  

    		2021-04-21 06:22:06.930348

    		0.0 ms

  





  

    		2021-04-21 07:22:08.579656

    		0.1 ms

  





  

    		2021-04-21 08:22:09.976606

    		0.1 ms

  





  

    		2021-04-21 09:22:12.169457

    		5.8 ms

  





  

    		2021-04-21 10:22:14.294149

    		3.1 ms

  





  

    		2021-04-21 11:22:16.925252

    		-0.1 ms

  





  

    		2021-04-21 12:22:20.212568

    		-0.7 ms

  





  

    		2021-04-21 13:22:22.520897

    		1.4 ms

  





  

    		2021-04-21 14:22:24.220599

    		3.0 ms

  





  

    		2021-04-21 15:22:27.259848

    		1.6 ms

  





  

    		2021-04-21 16:22:29.660077

    		2.3 ms

  





  

    		2021-04-21 17:22:32.603371

    		-0.7 ms

  





  

    		2021-04-21 18:22:35.393907

    		1.7 ms

  





  

    		2021-04-21 19:22:38.178232

    		2.8 ms

  





  

    		2021-04-21 20:22:40.863736

    		0.8 ms

  





  

    		2021-04-21 21:22:42.558962

    		0.5 ms

  





  

    		2021-04-21 22:22:44.496757

    		0.7 ms

  





  

    		2021-04-21 23:22:46.075111

    		-0.1 ms

  





  

    		2021-04-22 00:22:48.58365

    		-1.6 ms

  





  

    		2021-04-22 01:22:51.335894

    		-3.4 ms

  





  

    		2021-04-22 02:22:55.01692

    		-0.4 ms

  





  

    		2021-04-22 03:22:57.468135

    		-3.9 ms

  





  

    		2021-04-22 04:22:59.767869

    		-0.5 ms

  





  

    		2021-04-22 05:23:02.595068

    		-0.1 ms

  





  

    		2021-04-22 06:23:04.73009

    		0.7 ms

  





  

    		2021-04-22 07:23:07.972123

    		2.5 ms

  





  

    		2021-04-22 08:23:09.95495

    		0.1 ms

  





  

    		2021-04-22 09:23:13.101424

    		3.2 ms

  





  

    		2021-04-22 10:23:15.306829

    		1.8 ms

  





  

    		2021-04-22 11:23:17.139593

    		2.7 ms

  





  

    		2021-04-22 12:23:18.833024

    		1.2 ms

  





  

    		2021-04-22 13:23:21.765796

    		0.6 ms

  





  

    		2021-04-22 14:23:24.571316

    		0.1 ms

  





  

    		2021-04-22 15:23:26.527885

    		1.7 ms

  





  

    		2021-04-22 16:23:28.971152

    		0.1 ms

  





  

    		2021-04-22 17:23:31.358246

    		1.3 ms

  





  

    		2021-04-22 18:23:33.651474

    		1.1 ms

  





  

    		2021-04-22 19:23:36.075847

    		-1.2 ms

  





  

    		2021-04-22 20:23:37.974468

    		-1.6 ms

  





  

    		2021-04-22 21:23:39.772468

    		0.7 ms

  





  

    		2021-04-22 22:23:43.572592

    		0.6 ms

  





  

    		2021-04-22 23:23:45.675116

    		-0.6 ms

  





  

    		2021-04-23 00:23:47.316726

    		0.5 ms

  





  

    		2021-04-23 01:23:50.345349

    		-1.4 ms

  





  

    		2021-04-23 02:23:53.355518

    		3.4 ms

  





  

    		2021-04-23 03:23:55.789775

    		1.3 ms

  





  

    		2021-04-23 04:23:57.383219

    		2.4 ms

  





  

    		2021-04-23 05:24:00.000211

    		4.8 ms

  





  

    		2021-04-23 06:24:02.920281

    		2.5 ms

  





  

    		2021-04-23 07:24:04.548425

    		4.4 ms

  





  

    		2021-04-23 08:24:07.223896

    		3.6 ms

  





  

    		2021-04-23 09:24:09.763028

    		2.1 ms

  





  

    		2021-04-23 10:24:12.601482

    		0.1 ms

  





  

    		2021-04-23 11:24:14.085946

    		2.0 ms

  





  

    		2021-04-23 12:24:16.090297

    		-1.0 ms

  





  

    		2021-04-23 13:24:17.814992

    		-1.5 ms

  





  

    		2021-04-23 14:24:21.343957

    		-1.6 ms

  





  

    		2021-04-23 15:24:23.418068

    		-0.8 ms

  





  

    		2021-04-23 16:24:25.4296

    		-1.7 ms

  





  

    		2021-04-23 17:24:27.431745

    		1.9 ms

  





  

    		2021-04-23 18:24:29.524575

    		-1.4 ms

  





  

    		2021-04-23 19:24:31.971892

    		1.0 ms

  





  

    		2021-04-23 20:24:34.708118

    		-0.8 ms

  





  

    		2021-04-23 21:24:36.677831

    		-1.8 ms

  





  

    		2021-04-23 22:24:38.312823

    		0.6 ms

  





  

    		2021-04-23 23:24:41.153896

    		2.0 ms

  





  

    		2021-04-24 00:24:42.983271

    		-1.0 ms

  





  

    		2021-04-24 01:24:44.715335

    		2.6 ms

  





  

    		2021-04-24 02:24:46.54586

    		2.7 ms

  





  

    		2021-04-24 03:24:48.813526

    		3.1 ms

  





  

    		2021-04-24 04:24:51.512593

    		2.8 ms

  





  

    		2021-04-24 05:24:53.222686

    		0.7 ms

  





  

    		2021-04-24 06:24:56.380254

    		-0.5 ms

  





  

    		2021-04-24 07:24:58.333776

    		0.0 ms

  





  

    		2021-04-24 08:25:01.68917

    		-0.6 ms

  





  

    		2021-04-24 09:25:03.239105

    		-0.1 ms

  





  

    		2021-04-24 10:25:05.292092

    		0.5 ms

  





  

    		2021-04-24 11:25:07.066771

    		3.0 ms

  





  

    		2021-04-24 12:25:09.003539

    		0.9 ms

  





  

    		2021-04-24 13:25:12.073927

    		-0.5 ms

  





  

    		2021-04-24 14:25:14.348106

    		0.8 ms

  





  

    		2021-04-24 15:25:17.628915

    		2.5 ms

  





  

    		2021-04-24 16:25:19.28935

    		0.0 ms

  





  

    		2021-04-24 17:25:21.565718

    		-0.2 ms

  





  

    		2021-04-24 18:25:23.248874

    		1.3 ms

  





  

    		2021-04-24 19:25:26.203918

    		-1.2 ms

  





  

    		2021-04-24 20:25:27.839797

    		-0.9 ms

  





  

    		2021-04-24 21:25:31.136493

    		-0.3 ms

  





  

    		2021-04-24 22:25:34.148404

    		0.7 ms

  





  

    		2021-04-24 23:25:36.624035

    		-2.4 ms

  





  

    		2021-04-25 00:25:39.316232

    		-1.1 ms

  





  

    		2021-04-25 01:25:42.299274

    		0.6 ms

  





  

    		2021-04-25 02:25:43.909401

    		-0.5 ms

  





  

    		2021-04-25 03:25:46.117888

    		1.8 ms

  





  

    		2021-04-25 04:25:48.590452

    		-1.2 ms

  





  

    		2021-04-25 05:25:50.211124

    		1.5 ms

  





  

    		2021-04-25 06:25:53.806241

    		0.0 ms

  





  

    		2021-04-25 07:25:55.502792

    		-1.8 ms

  





  

    		2021-04-25 08:25:57.099648

    		0.0 ms

  





  

    		2021-04-25 09:25:59.721309

    		1.9 ms

  





  

    		2021-04-25 10:26:01.578128

    		0.9 ms

  





  

    		2021-04-25 11:26:04.230969

    		1.5 ms

  





  

    		2021-04-25 12:26:07.535841

    		0.5 ms

  





  

    		2021-04-25 13:26:11.289584

    		0.6 ms

  





  

    		2021-04-25 14:26:13.875896

    		1.4 ms

  





  

    		2021-04-25 15:26:16.444051

    		0.5 ms

  





  

    		2021-04-25 16:26:18.909739

    		3.0 ms

  





  

    		2021-04-25 17:26:21.797117

    		1.4 ms

  





  

    		2021-04-25 18:26:23.945421

    		0.2 ms

  





  

    		2021-04-25 19:26:26.985779

    		2.4 ms

  





  

    		2021-04-25 20:26:31.234108

    		0.2 ms

  





  

    		2021-04-25 21:26:32.763809

    		4.1 ms

  





  

    		2021-04-25 22:26:35.158869

    		2.7 ms

  





  

    		2021-04-25 23:26:37.221582

    		2.6 ms

  





  

    		2021-04-26 00:26:39.079851

    		-1.1 ms

  





  

    		2021-04-26 01:26:40.913434

    		-5.5 ms

  





  

    		2021-04-26 02:26:42.632263

    		-2.8 ms

  





  

    		2021-04-26 03:26:45.003172

    		-2.9 ms

  





  

    		2021-04-26 04:26:46.673765

    		0.4 ms

  





  

    		2021-04-26 05:26:48.333646

    		-0.3 ms

  





  

    		2021-04-26 06:26:50.400349

    		1.5 ms

  





  

    		2021-04-26 07:26:52.455231

    		2.5 ms

  





  

    		2021-04-26 08:26:54.531865

    		0.4 ms

  





  

    		2021-04-26 09:26:57.09847

    		-1.8 ms

  





  

    		2021-04-26 10:26:59.631546

    		-3.4 ms

  





  

    		2021-04-26 11:27:02.684253

    		1.4 ms

  





  

    		2021-04-26 12:27:05.849059

    		-0.6 ms

  





  

    		2021-04-26 13:27:07.620135

    		2.2 ms

  





  

    		2021-04-26 14:27:11.229081

    		0.6 ms

  





  

    		2021-04-26 15:27:13.464634

    		-3.4 ms

  





  

    		2021-04-26 16:27:15.260533

    		0.4 ms

  





  

    		2021-04-26 17:27:17.930847

    		1.8 ms

  





  

    		2021-04-26 18:27:20.021795

    		1.8 ms

  





  

    		2021-04-26 19:27:21.926902

    		2.2 ms

  





  

    		2021-04-26 20:27:24.054862

    		2.9 ms

  





  

    		2021-04-26 21:27:26.38532

    		1.8 ms

  





  

    		2021-04-26 22:27:29.744219

    		1.4 ms

  





  

    		2021-04-26 23:27:32.25417

    		3.0 ms

  





  

    		2021-04-27 00:27:35.543002

    		1.5 ms

  





  

    		2021-04-27 01:27:37.255681

    		3.1 ms

  





  

    		2021-04-27 02:27:39.011314

    		1.4 ms

  





  

    		2021-04-27 03:27:40.59235

    		0.2 ms

  





  

    		2021-04-27 04:27:43.888557

    		-1.7 ms

  





  

    		2021-04-27 05:27:45.393307

    		-0.9 ms

  





  

    		2021-04-27 06:27:48.081637

    		-0.7 ms

  





  

    		2021-04-27 07:27:49.754251

    		4.1 ms

  





  

    		2021-04-27 08:27:52.723582

    		3.0 ms

  





  

    		2021-04-27 09:27:55.793959

    		-0.2 ms

  





  

    		2021-04-27 10:27:57.834683

    		-1.3 ms

  





  

    		2021-04-27 11:27:59.478507

    		-2.2 ms

  





  

    		2021-04-27 12:28:02.103825

    		2.7 ms

  





  

    		2021-04-27 13:28:04.484839

    		-4.3 ms

  





  

    		2021-04-27 14:28:06.219621

    		1.8 ms

  





  

    		2021-04-27 15:28:08.557686

    		-0.7 ms

  





  

    		2021-04-27 16:28:10.700185

    		-1.3 ms

  





  

    		2021-04-27 17:28:13.222628

    		0.1 ms

  





  

    		2021-04-27 18:28:15.47876

    		2.3 ms

  





  

    		2021-04-27 19:28:18.278122

    		0.1 ms

  





  

    		2021-04-27 20:28:20.993571

    		-1.4 ms

  





  

    		2021-04-27 21:28:22.891147

    		-0.4 ms

  





  

    		2021-04-27 22:28:25.132384

    		3.7 ms

  





  

    		2021-04-27 23:28:27.604673

    		0.1 ms

  





  

    		2021-04-28 00:28:29.272713

    		1.8 ms

  





  

    		2021-04-28 01:28:30.829129

    		0.7 ms

  





  

    		2021-04-28 02:28:32.624976

    		-1.0 ms

  





  

    		2021-04-28 03:28:36.318553

    		1.9 ms

  





  

    		2021-04-28 04:28:39.556462

    		0.8 ms

  





  

    		2021-04-28 05:28:41.622644

    		-0.3 ms

  





  

    		2021-04-28 06:28:43.656257

    		3.1 ms

  





  

    		2021-04-28 07:28:45.963038

    		1.8 ms

  





  

    		2021-04-28 08:28:48.760014

    		2.0 ms

  





  

    		2021-04-28 09:28:51.621228

    		-0.8 ms

  





  

    		2021-04-28 10:28:54.296238

    		0.9 ms

  





  

    		2021-04-28 11:28:56.225556

    		0.5 ms

  





  

    		2021-04-28 12:29:00.386173

    		1.0 ms

  





  

    		2021-04-28 13:29:02.419675

    		-0.4 ms

  





  

    		2021-04-28 14:29:05.475961

    		-1.0 ms

  





  

    		2021-04-28 15:29:08.378022

    		-0.7 ms

  





  

    		2021-04-28 16:29:11.096919

    		0.1 ms

  





  

    		2021-04-28 17:29:13.14127

    		1.1 ms

  





  

    		2021-04-28 18:29:14.827216

    		0.7 ms

  





  

    		2021-04-28 19:29:18.234619

    		-0.8 ms

  





  

    		2021-04-28 20:29:20.894674

    		-1.8 ms

  





  

    		2021-04-28 21:29:23.510317

    		-1.7 ms

  





  

    		2021-04-28 22:29:28.017277

    		0.1 ms

  





  

    		2021-04-28 23:29:31.440943

    		-2.5 ms

  





  

    		2021-04-29 00:29:35.268556

    		0.1 ms

  





  

    		2021-04-29 01:29:37.5396

    		-4.8 ms

  





  

    		2021-04-29 02:29:39.253116

    		1.8 ms

  





  

    		2021-04-29 03:29:42.386019

    		-0.1 ms

  





  

    		2021-04-29 04:29:45.381359

    		1.1 ms

  





  

    		2021-04-29 05:29:47.940911

    		1.6 ms

  





  

    		2021-04-29 06:29:50.689536

    		2.0 ms

  





  

    		2021-04-29 07:29:53.434785

    		4.9 ms

  





  

    		2021-04-29 08:29:55.402182

    		1.5 ms

  





  

    		2021-04-29 09:29:57.886476

    		-0.2 ms

  





  

    		2021-04-29 10:30:00.240062

    		-0.1 ms

  





  

    		2021-04-29 11:30:02.257085

    		-0.6 ms

  





  

    		2021-04-29 12:30:03.973678

    		2.6 ms

  





  

    		2021-04-29 13:30:05.76995

    		1.1 ms

  





  

    		2021-04-29 14:30:09.236982

    		2.3 ms

  





  

    		2021-04-29 15:30:10.72685

    		0.0 ms

  





  

    		2021-04-29 16:30:12.700922

    		1.2 ms

  





  

    		2021-04-29 17:30:14.405834

    		-0.1 ms

  





  

    		2021-04-29 18:30:16.132965

    		1.0 ms

  





  

    		2021-04-29 19:30:18.161922

    		-0.5 ms

  





  

    		2021-04-29 20:30:20.411704

    		-0.5 ms

  





  

    		2021-04-29 21:30:22.875321

    		-0.6 ms

  





  

    		2021-04-29 22:30:24.748323

    		1.5 ms

  





  

    		2021-04-29 23:30:27.597479

    		3.3 ms

  





  

    		2021-04-30 00:30:29.512349

    		0.9 ms

  





  

    		2021-04-30 01:30:33.344641

    		-0.3 ms

  





  

    		2021-04-30 02:30:36.012962

    		-1.2 ms

  





  

    		2021-04-30 03:30:38.474246

    		0.1 ms

  





  

    		2021-04-30 04:30:41.244159

    		-0.8 ms

  





  

    		2021-04-30 05:30:43.899966

    		1.5 ms

  





  

    		2021-04-30 06:30:46.72865

    		1.0 ms

  





  

    		2021-04-30 07:30:48.956767

    		0.7 ms

  





  

    		2021-04-30 08:30:51.371712

    		2.2 ms

  





  

    		2021-04-30 09:30:53.681789

    		3.4 ms

  





  

    		2021-04-30 10:30:56.254377

    		2.3 ms

  





  

    		2021-04-30 11:30:58.967173

    		1.3 ms

  





  

    		2021-04-30 12:31:00.505146

    		1.7 ms

  





  

    		2021-04-30 13:31:02.903517

    		2.8 ms

  





  

    		2021-04-30 14:31:05.278902

    		-0.5 ms

  





  

    		2021-04-30 15:31:09.314655

    		-0.6 ms

  





  

    		2021-04-30 16:31:12.582671

    		2.3 ms

  





  

    		2021-04-30 17:31:16.145277

    		1.8 ms

  





  

    		2021-04-30 18:31:18.664365

    		0.0 ms

  





  

    		2021-04-30 19:33:07.164692

    		0.1 ms

  





  

    		2021-04-30 20:33:09.211168

    		-0.7 ms

  





  

    		2021-04-30 21:33:10.850115

    		0.0 ms

  





  

    		2021-04-30 22:33:12.904244

    		1.6 ms

  





  

    		2021-04-30 23:33:16.024963

    		-0.5 ms

  





  

    		2021-05-01 00:33:18.309405

    		2.7 ms

  





  

    		2021-05-01 01:33:21.771731

    		-1.1 ms

  





  

    		2021-05-01 02:33:24.08153

    		-2.4 ms

  





  

    		2021-05-01 03:33:25.969999

    		0.6 ms

  





  

    		2021-05-01 04:33:28.71636

    		0.2 ms

  





  

    		2021-05-01 05:33:30.798262

    		3.2 ms

  





  

    		2021-05-01 06:33:32.487072

    		1.6 ms

  





  

    		2021-05-01 07:33:35.761476

    		0.8 ms

  





  

    		2021-05-01 08:33:39.574277

    		-0.7 ms

  





  

    		2021-05-01 09:33:41.492481

    		1.2 ms

  





  

    		2021-05-01 10:33:43.803188

    		2.6 ms

  





  

    		2021-05-01 11:33:45.956323

    		0.1 ms

  





  

    		2021-05-01 12:33:47.630277

    		-1.0 ms

  





  

    		2021-05-01 13:33:49.660356

    		1.4 ms

  





  

    		2021-05-01 14:33:51.556324

    		-0.3 ms

  





  

    		2021-05-01 15:33:54.037141

    		0.3 ms

  





  

    		2021-05-01 16:33:56.970912

    		-0.7 ms

  





  

    		2021-05-01 17:34:00.88

    		2.2 ms

  





  

    		2021-05-01 18:34:03.409797

    		2.2 ms

  





  

    		2021-05-01 19:34:05.162285

    		-0.1 ms

  





  

    		2021-05-01 20:34:08.492637

    		2.0 ms

  





  

    		2021-05-01 21:34:11.708697

    		1.1 ms

  





  

    		2021-05-01 22:34:14.047899

    		0.1 ms

  





  

    		2021-05-01 23:34:15.907421

    		2.1 ms

  





  

    		2021-05-02 00:34:17.362533

    		2.1 ms

  





  

    		2021-05-02 01:34:19.054568

    		0.5 ms

  





  

    		2021-05-02 02:34:21.532585

    		0.1 ms

  





  

    		2021-05-02 03:34:23.19823

    		0.2 ms

  





  

    		2021-05-02 04:34:25.175135

    		3.1 ms

  





  

    		2021-05-02 05:34:28.216362

    		-0.2 ms

  





  

    		2021-05-02 06:34:31.116544

    		1.1 ms

  





  

    		2021-05-02 07:34:33.676096

    		-0.6 ms

  





  

    		2021-05-02 08:34:36.004789

    		1.5 ms

  





  

    		2021-05-02 09:34:37.632969

    		0.6 ms

  





  

    		2021-05-02 10:34:40.160348

    		0.0 ms

  





  

    		2021-05-02 11:34:43.134724

    		0.6 ms

  





  

    		2021-05-02 12:34:45.906206

    		0.6 ms

  





  

    		2021-05-02 13:34:47.863191

    		0.4 ms

  





  

    		2021-05-02 14:34:49.819549

    		-1.2 ms

  





  

    		2021-05-02 15:34:51.482325

    		-0.1 ms

  





  

    		2021-05-02 16:34:53.841167

    		-0.3 ms

  





  

    		2021-05-02 17:34:56.123344

    		-0.8 ms

  





  

    		2021-05-02 18:34:58.629883

    		1.1 ms

  





  

    		2021-05-02 19:35:00.670224

    		2.0 ms

  





  

    		2021-05-02 20:35:03.164493

    		0.7 ms

  





  

    		2021-05-02 21:35:05.002098

    		-1.5 ms

  





  

    		2021-05-02 22:35:08.226816

    		-0.5 ms

  





  

    		2021-05-04 06:09:23.587827

    		2.9 ms

  





  

    		2021-05-04 08:28:01.01874

    		-0.6 ms

  





  

    		2021-05-04 12:10:53.909903

    		2.9 ms

  





  

    		2021-05-04 13:10:55.654885

    		2.4 ms

  





  

    		2021-05-04 14:10:57.325737

    		-0.6 ms

  





  

    		2021-05-04 15:10:59.081685

    		-0.7 ms

  





  

    		2021-05-04 16:11:01.769047

    		-0.7 ms

  





  

    		2021-05-04 17:11:03.557049

    		1.8 ms

  





  

    		2021-05-04 18:11:06.632229

    		1.8 ms

  





  

    		2021-05-04 19:11:08.703284

    		0.0 ms

  





  

    		2021-05-04 20:11:10.501644

    		-2.2 ms

  





  

    		2021-05-04 21:11:12.759207

    		1.4 ms

  





  

    		2021-05-04 22:11:15.225284

    		2.1 ms

  





  

    		2021-05-04 23:11:17.589258

    		0.3 ms

  





  

    		2021-05-05 00:11:20.70032

    		0.5 ms

  





  

    		2021-05-05 01:11:22.382608

    		2.7 ms

  





  

    		2021-05-05 02:11:24.362059

    		0.2 ms

  





  

    		2021-05-05 03:11:27.460402

    		1.1 ms

  





  

    		2021-05-05 04:11:29.297248

    		2.7 ms

  





  

    		2021-05-05 05:11:31.71128

    		2.7 ms

  





  

    		2021-05-05 06:11:33.895187

    		-0.7 ms

  





  

    		2021-05-05 07:11:36.269317

    		-1.1 ms

  





  

    		2021-05-05 08:11:38.04619

    		1.8 ms

  





  

    		2021-05-05 09:11:40.166478

    		-0.8 ms

  





  

    		2021-05-05 10:11:42.272055

    		1.0 ms

  





  

    		2021-05-05 11:11:44.642948

    		1.5 ms

  





  

    		2021-05-05 12:11:48.307412

    		0.6 ms

  





  

    		2021-05-05 13:11:50.677412

    		-0.8 ms

  





  

    		2021-05-05 14:11:53.280954

    		-0.9 ms

  





  

    		2021-05-05 15:11:56.374476

    		-0.5 ms

  





  

    		2021-05-05 16:11:58.70133

    		0.9 ms

  





  

    		2021-05-05 17:12:01.032653

    		-0.5 ms

  





  

    		2021-05-05 18:12:02.949114

    		2.7 ms

  





  

    		2021-05-05 19:12:04.941173

    		0.8 ms

  





  

    		2021-05-05 20:12:06.969083

    		0.6 ms

  





  

    		2021-05-05 21:12:09.646925

    		-1.2 ms

  





  

    		2021-05-05 22:12:12.665031

    		-0.5 ms

  





  

    		2021-05-05 23:12:15.498616

    		0.5 ms

  





  

    		2021-05-06 00:12:17.618282

    		1.9 ms

  





  

    		2021-05-06 01:12:20.379808

    		0.4 ms

  





  

    		2021-05-06 02:12:23.567626

    		1.1 ms

  





  

    		2021-05-06 03:12:25.264764

    		-0.6 ms

  





  

    		2021-05-06 04:12:27.475345

    		-2.1 ms

  





  

    		2021-05-06 05:12:30.954469

    		1.0 ms

  





  

    		2021-05-06 06:12:33.282711

    		2.7 ms

  





  

    		2021-05-06 07:12:35.040984

    		0.1 ms

  





  

    		2021-05-06 08:15:26.497872

    		-0.8 ms

  





  

    		2021-05-06 09:15:28.896842

    		-0.2 ms

  





  

    		2021-05-06 10:15:31.241591

    		0.4 ms

  





  

    		2021-05-06 11:15:34.070703

    		0.3 ms

  





  

    		2021-05-06 12:15:36.743806

    		-1.6 ms

  





  

    		2021-05-06 13:15:38.518765

    		-0.7 ms

  





  

    		2021-05-06 14:15:40.251064

    		0.3 ms

  





  

    		2021-05-06 15:15:42.466353

    		2.1 ms

  





  

    		2021-05-06 16:15:45.501229

    		1.7 ms

  





  

    		2021-05-06 17:15:47.767028

    		1.4 ms

  





  

    		2021-05-06 18:15:49.879385

    		1.8 ms

  





  

    		2021-05-06 19:15:51.965428

    		-0.9 ms

  





  

    		2021-05-06 20:15:54.174675

    		1.1 ms

  





  

    		2021-05-06 21:15:56.030158

    		-0.7 ms

  





  

    		2021-05-06 22:15:58.398572

    		-0.4 ms

  





  

    		2021-05-06 23:16:01.078684

    		-1.0 ms

  





  

    		2021-05-07 00:16:03.030728

    		2.4 ms

  





  

    		2021-05-07 01:16:06.145669

    		0.7 ms

  





  

    		2021-05-07 02:16:08.413674

    		0.9 ms

  





  

    		2021-05-07 03:16:10.330455

    		1.9 ms

  





  

    		2021-05-07 04:16:13.782848

    		2.8 ms

  





  

    		2021-05-07 05:16:16.250765

    		0.5 ms

  





  

    		2021-05-07 06:16:19.312582

    		-0.3 ms

  





  

    		2021-05-07 07:16:21.756023

    		2.1 ms

  





  

    		2021-05-07 08:16:24.203402

    		2.4 ms

  





  

    		2021-05-07 09:16:26.087688

    		0.7 ms

  





  

    		2021-05-07 10:16:27.954671

    		2.5 ms

  





  

    		2021-05-07 11:16:30.91121

    		0.6 ms

  





  

    		2021-05-07 12:16:32.487591

    		0.1 ms

  





  

    		2021-05-07 13:16:34.106583

    		0.2 ms

  





  

    		2021-05-07 14:16:35.886644

    		-0.5 ms

  





  

    		2021-05-07 15:16:39.201576

    		-0.4 ms

  





  

    		2021-05-07 16:16:41.420599

    		-1.6 ms

  





  

    		2021-05-07 17:16:44.38197

    		-1.1 ms

  





  

    		2021-05-07 18:16:47.279384

    		1.3 ms

  





  

    		2021-05-07 19:16:49.745291

    		1.9 ms

  





  

    		2021-05-07 20:16:52.257099

    		0.2 ms

  





  

    		2021-05-07 21:16:54.202387

    		0.0 ms

  





  

    		2021-05-07 22:16:56.189528

    		-0.2 ms

  





  

    		2021-05-07 23:16:57.829967

    		1.4 ms

  





  

    		2021-05-08 00:16:59.397693

    		1.1 ms

  





  

    		2021-05-08 01:17:02.062216

    		3.0 ms

  





  

    		2021-05-08 02:17:04.575913

    		1.1 ms

  





  

    		2021-05-08 03:17:06.923234

    		1.8 ms

  





  

    		2021-05-08 04:17:09.149648

    		0.7 ms

  





  

    		2021-05-08 05:17:11.054604

    		0.4 ms

  





  

    		2021-05-08 06:17:13.621688

    		5.1 ms

  





  

    		2021-05-08 07:17:16.067679

    		1.3 ms

  





  

    		2021-05-08 08:17:19.105201

    		1.3 ms

  





  

    		2021-05-08 09:17:22.327097

    		1.9 ms

  





  

    		2021-05-08 10:17:24.542164

    		-2.8 ms

  





  

    		2021-05-08 11:17:26.630103

    		-1.6 ms

  





  

    		2021-05-08 12:17:28.336817

    		-0.1 ms

  





  

    		2021-05-08 13:17:30.581395

    		2.1 ms

  





  

    		2021-05-08 14:17:33.764997

    		4.4 ms

  





  

    		2021-05-08 15:17:36.090374

    		3.4 ms

  





  

    		2021-05-08 16:17:38.431814

    		3.0 ms

  





  

    		2021-05-08 17:17:41.635567

    		-2.5 ms

  





  

    		2021-05-08 18:17:43.879311

    		-1.2 ms

  





  

    		2021-05-08 19:17:46.475952

    		1.2 ms

  





  

    		2021-05-08 20:17:48.582387

    		1.4 ms

  





  

    		2021-05-08 21:17:51.621759

    		-0.9 ms

  





  

    		2021-05-08 22:17:54.928398

    		-0.9 ms

  





  

    		2021-05-08 23:17:56.950653

    		-2.5 ms

  





  

    		2021-05-09 00:17:59.55106

    		-2.6 ms

  





  

    		2021-05-09 01:18:02.276047

    		1.2 ms

  





  

    		2021-05-09 02:18:04.06414

    		0.4 ms

  





  

    		2021-05-09 03:18:05.934029

    		0.5 ms

  





  

    		2021-05-09 04:18:07.956583

    		0.2 ms

  





  

    		2021-05-09 05:18:10.53532

    		0.4 ms

  





  

    		2021-05-09 06:18:12.345309

    		3.7 ms

  





  

    		2021-05-09 07:18:14.952689

    		3.3 ms

  





  

    		2021-05-09 08:18:17.076932

    		1.1 ms

  





  

    		2021-05-09 09:18:19.096353

    		2.8 ms

  





  

    		2021-05-09 10:18:21.90193

    		2.5 ms

  





  

    		2021-05-09 11:18:24.691549

    		0.9 ms

  





  

    		2021-05-09 12:18:29.200466

    		0.3 ms

  





  

    		2021-05-09 13:18:31.171539

    		1.9 ms

  





  

    		2021-05-09 14:18:32.920683

    		2.1 ms

  





  

    		2021-05-09 15:18:35.206128

    		2.3 ms

  





  

    		2021-05-09 16:18:36.923757

    		2.5 ms

  





  

    		2021-05-09 17:18:40.380529

    		0.3 ms

  





  

    		2021-05-09 18:18:42.918524

    		2.3 ms

  





  

    		2021-05-09 19:18:45.960145

    		0.7 ms

  





  

    		2021-05-09 20:18:48.275828

    		1.9 ms

  





  

    		2021-05-09 21:18:50.536367

    		0.4 ms

  





  

    		2021-05-09 22:18:53.21148

    		2.3 ms

  





  

    		2021-05-09 23:18:55.370952

    		2.0 ms

  





  

    		2021-05-10 00:28:46.662871

    		2.8 ms

  





  

    		2021-05-10 01:29:08.715375

    		2.4 ms

  





  

    		2021-05-10 02:29:11.079181

    		1.8 ms

  





  

    		2021-05-10 03:29:13.516277

    		-0.2 ms

  





  

    		2021-05-10 04:29:15.459936

    		-0.3 ms

  





  

    		2021-05-10 05:29:17.197744

    		1.2 ms

  





  

    		2021-05-10 06:29:20.601224

    		1.3 ms

  





  

    		2021-05-10 07:29:24.372149

    		1.4 ms

  





  

    		2021-05-10 08:29:25.971588

    		0.6 ms

  





  

    		2021-05-10 09:29:28.192929

    		1.3 ms

  





  

    		2021-05-10 10:29:31.355155

    		3.0 ms

  





  

    		2021-05-10 11:29:33.153826

    		2.0 ms

  





  

    		2021-05-10 12:29:35.131728

    		0.5 ms

  





  

    		2021-05-10 13:29:37.338902

    		-1.6 ms

  





  

    		2021-05-10 14:29:40.879685

    		-0.2 ms

  





  

    		2021-05-10 15:29:42.810442

    		-2.5 ms

  





  

    		2021-05-10 16:29:45.536362

    		-0.5 ms

  





  

    		2021-05-10 17:29:47.497686

    		1.4 ms

  





  

    		2021-05-10 18:29:49.571372

    		1.4 ms

  





  

    		2021-05-10 19:29:52.019501

    		-1.9 ms

  





  

    		2021-05-10 20:29:54.9088

    		-2.1 ms

  





  

    		2021-05-10 21:29:56.93111

    		1.2 ms

  





  

    		2021-05-10 22:29:59.159116

    		2.1 ms

  





  

    		2021-05-10 23:30:00.783024

    		-1.0 ms

  





  

    		2021-05-11 00:30:02.506147

    		0.5 ms

  





  

    		2021-05-11 01:30:05.664125

    		-0.3 ms

  





  

    		2021-05-11 02:30:08.270193

    		1.2 ms

  





  

    		2021-05-11 03:30:09.735473

    		-0.7 ms

  





  

    		2021-05-11 04:30:11.695393

    		2.6 ms

  





  

    		2021-05-11 05:30:14.297758

    		0.0 ms

  





  

    		2021-05-11 06:30:17.666765

    		0.3 ms

  





  

    		2021-05-11 07:30:19.560557

    		0.3 ms

  





  

    		2021-05-11 08:30:22.143063

    		1.2 ms

  





  

    		2021-05-11 09:30:24.761483

    		0.0 ms

  





  

    		2021-05-11 10:30:27.209334

    		0.1 ms

  





  

    		2021-05-11 11:30:29.826577

    		3.3 ms

  





  

    		2021-05-11 12:30:31.909162

    		2.1 ms

  





  

    		2021-05-11 13:30:34.419088

    		3.0 ms

  





  

    		2021-05-11 14:30:37.113953

    		0.8 ms

  





  

    		2021-05-11 15:30:38.775519

    		3.2 ms

  





  

    		2021-05-11 16:30:41.168119

    		2.1 ms

  





  

    		2021-05-11 17:30:42.640239

    		0.3 ms

  





  

    		2021-05-11 18:30:44.425483

    		0.1 ms

  





  

    		2021-05-11 19:30:46.985351

    		1.8 ms

  





  

    		2021-05-11 20:30:49.300134

    		0.0 ms

  





  

    		2021-05-11 21:30:51.30327

    		-2.3 ms

  





  

    		2021-05-11 22:30:54.022114

    		-3.0 ms

  





  

    		2021-05-11 23:30:56.508705

    		-4.2 ms

  





  

    		2021-05-12 00:30:58.270164

    		-3.8 ms

  





  

    		2021-05-12 01:31:00.830132

    		1.8 ms

  





  

    		2021-05-12 02:31:04.650345

    		2.1 ms

  





  

    		2021-05-12 03:31:06.99521

    		0.7 ms

  





  

    		2021-05-12 04:31:09.431894

    		2.2 ms

  





  

    		2021-05-12 05:31:11.028059

    		4.4 ms

  





  

    		2021-05-12 06:31:12.88773

    		4.5 ms

  





  

    		2021-05-12 07:31:14.605073

    		0.5 ms

  





  

    		2021-05-12 08:31:16.325834

    		3.7 ms

  





  

    		2021-05-12 09:31:19.946528

    		1.5 ms

  





  

    		2021-05-12 10:31:22.326638

    		-0.6 ms

  





  

    		2021-05-12 11:31:25.319007

    		1.0 ms

  





  

    		2021-05-12 12:31:28.06063

    		-2.1 ms

  





  

    		2021-05-12 13:31:31.654807

    		3.2 ms

  





  

    		2021-05-12 14:31:33.358516

    		0.2 ms

  





  

    		2021-05-12 15:31:35.025342

    		-1.8 ms

  





  

    		2021-05-12 16:31:36.498169

    		0.1 ms

  





  

    		2021-05-12 17:31:39.599223

    		0.4 ms

  





  

    		2021-05-12 18:31:42.013481

    		2.5 ms

  





  

    		2021-05-12 19:31:43.698553

    		1.8 ms

  





  

    		2021-05-12 20:31:45.622451

    		1.8 ms

  





  

    		2021-05-12 21:31:47.642528

    		1.5 ms

  





  

    		2021-05-12 22:31:49.6701

    		-0.4 ms

  





  

    		2021-05-12 23:31:51.603101

    		1.2 ms

  





  

    		2021-05-13 00:31:53.501842

    		0.4 ms

  





  

    		2021-05-13 01:31:55.265923

    		1.5 ms

  





  

    		2021-05-13 02:31:58.418879

    		0.7 ms

  





  

    		2021-05-13 03:32:00.680094

    		-0.1 ms

  





  

    		2021-05-13 04:32:02.473261

    		1.4 ms

  





  

    		2021-05-13 05:32:04.213405

    		0.1 ms

  





  

    		2021-05-13 06:32:06.448238

    		0.0 ms

  





  

    		2021-05-13 07:32:09.459533

    		1.6 ms

  





  

    		2021-05-13 08:32:12.148401

    		2.1 ms

  





  

    		2021-05-13 09:32:15.681819

    		2.7 ms

  





  

    		2021-05-13 10:32:17.351873

    		2.6 ms

  





  

    		2021-05-13 11:32:19.543215

    		0.2 ms

  





  

    		2021-05-13 12:32:21.19931

    		1.0 ms

  





  

    		2021-05-13 13:32:22.80883

    		0.2 ms

  





  

    		2021-05-13 14:32:25.012557

    		1.2 ms

  





  

    		2021-05-13 15:32:28.512677

    		2.3 ms

  





  

    		2021-05-13 16:32:29.986036

    		0.0 ms

  





  

    		2021-05-13 17:32:32.82243

    		1.0 ms

  





  

    		2021-05-13 18:32:35.00422

    		1.9 ms

  





  

    		2021-05-13 19:32:37.29891

    		-0.5 ms

  





  

    		2021-05-13 20:32:39.672381

    		-0.4 ms

  





  

    		2021-05-13 21:32:42.148344

    		0.2 ms

  





  

    		2021-05-13 22:32:44.943532

    		0.0 ms

  





  

    		2021-05-13 23:32:47.18486

    		-0.6 ms

  





  

    		2021-05-14 00:32:49.009076

    		-0.6 ms

  





  

    		2021-05-14 01:32:52.062604

    		0.3 ms

  





  

    		2021-05-14 02:32:55.70719

    		0.0 ms

  





  

    		2021-05-14 03:32:57.877123

    		-0.9 ms

  





  

    		2021-05-14 04:33:00.492364

    		-1.3 ms

  





  

    		2021-05-14 05:33:03.274546

    		-0.9 ms

  





  

    		2021-05-14 06:33:05.723389

    		-0.2 ms

  





  

    		2021-05-14 07:33:07.936368

    		3.9 ms

  





  

    		2021-05-14 08:33:09.909663

    		2.1 ms

  





  

    		2021-05-14 09:33:12.810893

    		1.2 ms

  





  

    		2021-05-14 10:33:14.946904

    		0.2 ms

  





  

    		2021-05-14 11:33:16.991215

    		0.7 ms

  





  

    		2021-05-14 12:33:19.687396

    		0.8 ms

  





  

    		2021-05-14 13:33:21.510131

    		1.4 ms

  





  

    		2021-05-14 14:33:23.651145

    		1.8 ms

  





  

    		2021-05-14 15:33:25.258327

    		0.6 ms

  





  

    		2021-05-14 16:33:26.90009

    		-0.2 ms

  





  

    		2021-05-14 17:33:29.132851

    		0.8 ms

  





  

    		2021-05-14 18:33:31.036105

    		2.2 ms

  





  

    		2021-05-14 19:33:32.661477

    		1.2 ms

  





  

    		2021-05-14 20:33:34.30239

    		3.0 ms

  





  

    		2021-05-14 21:33:36.343313

    		1.1 ms

  





  

    		2021-05-14 22:33:38.021486

    		-0.5 ms

  





  

    		2021-05-14 23:33:39.73261

    		-1.6 ms

  





  

    		2021-05-15 00:33:42.72789

    		-1.7 ms

  





  

    		2021-05-15 01:33:44.404764

    		-0.9 ms

  





  

    		2021-05-15 02:33:46.43226

    		0.8 ms

  





  

    		2021-05-15 03:33:48.072283

    		3.3 ms

  





  

    		2021-05-15 04:33:50.015318

    		2.6 ms

  





  

    		2021-05-15 05:33:53.298299

    		2.8 ms

  





  

    		2021-05-15 06:33:54.954049

    		0.3 ms

  





  

    		2021-05-15 07:33:56.965819

    		0.1 ms

  





  

    		2021-05-15 08:33:58.470714

    		1.2 ms

  





  

    		2021-05-15 09:34:00.397754

    		0.0 ms

  





  

    		2021-05-15 10:34:02.587401

    		0.0 ms

  





  

    		2021-05-15 11:34:04.344667

    		1.0 ms

  





  

    		2021-05-15 12:34:07.294752

    		1.1 ms

  





  

    		2021-05-15 13:34:08.865309

    		1.2 ms

  





  

    		2021-05-15 14:34:12.216655

    		0.3 ms

  





  

    		2021-05-15 15:34:14.235116

    		0.9 ms

  





  

    		2021-05-15 16:34:16.111101

    		0.0 ms

  





  

    		2021-05-15 17:34:18.42121

    		2.5 ms

  





  

    		2021-05-15 18:34:21.395351

    		1.2 ms

  





  

    		2021-05-15 19:34:23.469564

    		1.7 ms

  





  

    		2021-05-15 20:34:25.225761

    		0.3 ms

  





  

    		2021-05-15 21:34:27.129859

    		2.0 ms

  





  

    		2021-05-15 22:34:28.778

    		2.8 ms

  





  

    		2021-05-15 23:34:30.949888

    		-0.3 ms

  





  

    		2021-05-16 00:34:33.788628

    		0.1 ms

  





  

    		2021-05-16 01:34:35.87469

    		0.8 ms

  





  

    		2021-05-16 02:34:37.353596

    		0.8 ms

  





  

    		2021-05-16 03:34:39.092542

    		0.6 ms

  





  

    		2021-05-16 04:34:42.005061

    		-1.7 ms

  





  

    		2021-05-16 05:34:44.03954

    		0.3 ms

  





  

    		2021-05-16 06:34:45.949584

    		-0.3 ms

  





  

    		2021-05-16 07:34:47.781235

    		2.5 ms

  





  

    		2021-05-16 08:34:50.633767

    		0.3 ms

  





  

    		2021-05-16 09:34:53.694959

    		2.2 ms

  





  

    		2021-05-16 10:34:55.503556

    		2.8 ms

  





  

    		2021-05-16 11:34:57.89601

    		1.3 ms

  





  

    		2021-05-16 12:35:00.841992

    		-0.1 ms

  





  

    		2021-05-16 13:35:02.860573

    		1.4 ms

  





  

    		2021-05-16 14:35:04.578747

    		2.7 ms

  





  

    		2021-05-16 15:35:06.764779

    		3.2 ms

  





  

    		2021-05-16 16:35:08.534921

    		0.0 ms

  





  

    		2021-05-16 17:35:11.034313

    		-0.6 ms

  





  

    		2021-05-16 18:35:13.954158

    		-0.2 ms

  





  

    		2021-05-16 19:35:15.881669

    		1.9 ms

  





  

    		2021-05-16 20:35:19.295249

    		-0.7 ms

  





  

    		2021-05-16 21:35:21.710273

    		2.3 ms

  





  

    		2021-05-16 22:35:24.308247

    		-1.1 ms

  





  

    		2021-05-16 23:35:26.861648

    		-1.2 ms

  





  

    		2021-05-17 00:35:29.509001

    		-2.5 ms

  





  

    		2021-05-17 01:35:31.679883

    		-1.4 ms

  





  

    		2021-05-17 02:35:33.78643

    		-0.5 ms

  





  

    		2021-05-17 03:35:36.623007

    		-0.6 ms

  





  

    		2021-05-17 04:35:38.707623

    		-1.5 ms

  





  

    		2021-05-17 05:35:40.258431

    		1.7 ms

  





  

    		2021-05-17 06:35:43.03889

    		0.5 ms

  





  

    		2021-05-17 07:35:45.038883

    		2.6 ms

  





  

    		2021-05-17 08:35:48.379306

    		5.0 ms

  





  

    		2021-05-17 09:35:50.176814

    		2.5 ms

  





  

    		2021-05-17 10:35:52.126934

    		-2.2 ms

  





  

    		2021-05-17 11:35:54.525796

    		0.6 ms

  





  

    		2021-05-17 12:35:57.563747

    		-2.1 ms

  





  

    		2021-05-17 13:35:59.359157

    		0.8 ms

  





  

    		2021-05-17 14:36:02.263845

    		2.5 ms

  





  

    		2021-05-17 15:36:04.229566

    		1.8 ms

  





  

    		2021-05-17 16:36:06.518124

    		1.7 ms

  





  

    		2021-05-17 17:36:08.988965

    		3.1 ms

  





  

    		2021-05-17 18:36:10.711029

    		0.0 ms

  





  

    		2021-05-17 19:36:46.275849

    		0.2 ms

  





  

    		2021-05-17 20:36:52.065705

    		-0.3 ms

  





  

    		2021-05-17 21:36:55.48859

    		3.0 ms

  





  

    		2021-05-17 22:36:57.987165

    		0.7 ms

  





  

    		2021-05-17 23:36:59.444012

    		0.5 ms

  





  

    		2021-05-18 00:37:02.732573

    		0.4 ms

  





  

    		2021-05-18 01:37:04.505886

    		2.6 ms

  





  

    		2021-05-18 02:37:06.908736

    		0.9 ms

  





  

    		2021-05-18 03:37:08.649762

    		2.2 ms

  





  

    		2021-05-18 04:37:10.968357

    		1.0 ms

  





  

    		2021-05-18 05:37:13.960926

    		3.6 ms

  





  

    		2021-05-18 06:37:15.965055

    		2.8 ms

  





  

    		2021-05-18 07:37:18.071759

    		1.8 ms

  





  

    		2021-05-18 08:37:21.473635

    		2.4 ms

  





  

    		2021-05-18 09:37:23.478339

    		3.0 ms

  





  

    		2021-05-18 10:37:26.582174

    		-0.1 ms

  





  

    		2021-05-18 11:37:29.011576

    		1.4 ms

  





  

    		2021-05-18 12:37:30.956295

    		-1.8 ms

  





  

    		2021-05-18 13:37:34.147162

    		0.6 ms

  





  

    		2021-05-18 14:37:36.542661

    		3.3 ms

  





  

    		2021-05-18 15:37:38.24881

    		2.6 ms

  





  

    		2021-05-18 16:37:41.016544

    		1.1 ms

  





  

    		2021-05-18 17:37:43.779459

    		-1.4 ms

  





  

    		2021-05-18 18:37:46.599679

    		-1.4 ms

  





  

    		2021-05-18 19:37:49.46247

    		-0.2 ms

  





  

    		2021-05-18 20:37:51.623302

    		0.6 ms

  





  

    		2021-05-18 21:37:53.44836

    		0.0 ms

  





  

    		2021-05-18 22:37:55.864436

    		-0.6 ms

  





  

    		2021-05-18 23:37:58.343241

    		-2.3 ms

  





  

    		2021-05-19 00:38:01.129215

    		1.9 ms

  





  

    		2021-05-19 01:38:02.976244

    		0.0 ms

  





  

    		2021-05-19 02:38:05.042435

    		0.1 ms

  





  

    		2021-05-19 03:38:08.235783

    		-1.2 ms

  





  

    		2021-05-19 04:38:09.695268

    		0.2 ms

  





  

    		2021-05-19 05:38:13.419965

    		-0.2 ms

  





  

    		2021-05-19 06:38:15.619736

    		1.4 ms

  





  

    		2021-05-19 07:38:19.144534

    		1.7 ms

  





  

    		2021-05-19 08:38:21.224935

    		-0.5 ms

  





  

    		2021-05-19 09:38:23.197895

    		2.4 ms

  





  

    		2021-05-19 10:38:25.931234

    		0.5 ms

  





  

    		2021-05-19 11:38:27.997295

    		2.7 ms

  





  

    		2021-05-19 12:38:30.088809

    		-1.3 ms

  





  

    		2021-05-19 13:38:32.519934

    		-3.7 ms

  





  

    		2021-05-19 14:38:35.071906

    		2.1 ms

  





  

    		2021-05-19 15:38:36.747334

    		0.6 ms

  





  

    		2021-05-19 16:38:39.604701

    		1.3 ms

  





  

    		2021-05-19 17:38:42.131502

    		1.4 ms

  





  

    		2021-05-19 18:38:44.567232

    		0.8 ms

  





  

    		2021-05-19 19:38:46.25974

    		2.4 ms

  





  

    		2021-05-19 20:38:49.381015

    		3.5 ms

  





  

    		2021-05-19 21:38:51.910962

    		2.2 ms

  





  

    		2021-05-19 22:38:53.498123

    		0.5 ms

  





  

    		2021-05-19 23:38:56.048663

    		-2.7 ms

  





  

    		2021-05-20 00:38:57.821133

    		-2.7 ms

  





  

    		2021-05-20 01:39:01.460313

    		-1.0 ms

  





  

    		2021-05-20 02:39:03.871135

    		-1.8 ms

  





  

    		2021-05-20 03:39:08.488872

    		3.6 ms

  





  

    		2021-05-20 04:39:10.349077

    		3.8 ms

  





  

    		2021-05-20 05:39:13.19822

    		0.8 ms

  





  

    		2021-05-20 06:39:16.474471

    		2.5 ms

  





  

    		2021-05-20 07:39:19.267736

    		4.3 ms

  





  

    		2021-05-20 08:39:21.049124

    		0.4 ms

  





  

    		2021-05-20 09:39:22.794838

    		1.0 ms

  





  

    		2021-05-20 10:39:25.882961

    		0.6 ms

  





  

    		2021-05-20 11:39:27.569981

    		0.0 ms

  





  

    		2021-05-20 12:39:30.445038

    		-0.3 ms

  





  

    		2021-05-20 13:39:32.528687

    		1.9 ms

  





  

    		2021-05-20 14:39:34.357418

    		0.6 ms

  





  

    		2021-05-20 15:39:36.701448

    		3.1 ms

  





  

    		2021-05-20 16:39:39.080358

    		0.2 ms

  





  

    		2021-05-20 17:39:42.193505

    		2.7 ms

  





  

    		2021-05-20 18:39:45.166718

    		1.3 ms

  





  

    		2021-05-20 19:39:47.445637

    		0.4 ms

  





  

    		2021-05-20 20:39:49.586221

    		3.9 ms

  





  

    		2021-05-20 21:39:53.068309

    		2.6 ms

  





  

    		2021-05-20 22:39:55.755584

    		-0.4 ms

  





  

    		2021-05-20 23:39:57.72871

    		-1.6 ms

  





  

    		2021-05-21 00:40:00.390856

    		-0.6 ms

  





  

    		2021-05-21 01:40:02.866298

    		-1.4 ms

  





  

    		2021-05-21 02:40:04.34932

    		-0.6 ms

  





  

    		2021-05-21 03:40:06.413567

    		2.4 ms

  





  

    		2021-05-21 04:40:08.258323

    		-0.1 ms

  





  

    		2021-05-21 05:40:10.289623

    		0.0 ms

  





  

    		2021-05-21 06:40:13.005742

    		0.1 ms

  





  

    		2021-05-21 07:40:14.714373

    		0.1 ms

  





  

    		2021-05-21 08:40:18.257919

    		2.7 ms

  





  

    		2021-05-21 09:40:20.087586

    		1.5 ms

  





  

    		2021-05-21 10:40:22.464251

    		-0.2 ms

  





  

    		2021-05-21 11:40:25.331019

    		-1.9 ms

  





  

    		2021-05-21 12:40:27.639029

    		-3.6 ms

  





  

    		2021-05-21 13:40:30.228494

    		-0.4 ms

  





  

    		2021-05-21 14:40:32.31038

    		0.1 ms

  





  

    		2021-05-21 15:40:33.952763

    		2.5 ms

  





  

    		2021-05-21 16:40:37.112634

    		0.9 ms

  





  

    		2021-05-21 17:40:40.332779

    		1.1 ms

  





  

    		2021-05-21 18:40:42.719944

    		-1.8 ms

  





  

    		2021-05-21 19:40:44.63812

    		2.8 ms

  





  

    		2021-05-21 20:41:02.747312

    		1.3 ms

  





  

    		2021-05-21 21:41:15.507165

    		2.1 ms

  





  

    		2021-05-21 22:41:43.474556

    		2.3 ms

  





  

    		2021-05-21 23:42:45.529728

    		-0.3 ms

  





  

    		2021-05-22 00:42:47.47037

    		-1.5 ms

  





  

    		2021-05-22 01:42:49.782661

    		-2.8 ms

  





  

    		2021-05-22 02:42:52.20029

    		0.7 ms

  





  

    		2021-05-22 03:42:55.641886

    		-0.9 ms

  





  

    		2021-05-22 04:42:57.745787

    		0.9 ms

  





  

    		2021-05-22 05:42:59.648406

    		-1.2 ms

  





  

    		2021-05-22 06:43:02.515517

    		-0.3 ms

  





  

    		2021-05-22 07:43:04.676517

    		0.3 ms

  





  

    		2021-05-22 08:43:08.671607

    		3.7 ms

  





  

    		2021-05-22 09:43:10.65495

    		0.9 ms

  





  

    		2021-05-22 10:43:12.590747

    		-1.2 ms

  





  

    		2021-05-22 11:43:15.136681

    		2.0 ms

  





  

    		2021-05-22 12:43:17.874068

    		2.8 ms

  





  

    		2021-05-22 13:43:19.518527

    		0.5 ms

  





  

    		2021-05-22 14:43:21.993421

    		1.7 ms

  





  

    		2021-05-22 15:43:24.997696

    		0.2 ms

  





  

    		2021-05-22 16:43:27.687211

    		2.3 ms

  





  

    		2021-05-22 17:43:30.997025

    		-0.9 ms

  





  

    		2021-05-22 18:43:32.87036

    		1.9 ms

  





  

    		2021-05-22 19:43:35.16486

    		-0.6 ms

  





  

    		2021-05-22 20:43:38.579735

    		2.0 ms

  





  

    		2021-05-22 21:43:41.50479

    		0.5 ms

  





  

    		2021-05-22 22:43:43.394897

    		-2.2 ms

  





  

    		2021-05-22 23:43:45.797194

    		1.0 ms

  





  

    		2021-05-23 00:43:48.02492

    		0.1 ms

  





  

    		2021-05-23 01:43:49.953655

    		-0.4 ms

  





  

    		2021-05-23 02:43:53.330548

    		-0.9 ms

  





  

    		2021-05-23 03:43:54.971218

    		2.3 ms

  





  

    		2021-05-23 04:43:57.358908

    		0.8 ms

  





  

    		2021-05-23 05:44:00.561889

    		-0.2 ms

  





  

    		2021-05-23 06:44:02.28956

    		-0.3 ms

  





  

    		2021-05-23 07:44:05.478655

    		0.3 ms

  





  

    		2021-05-23 08:44:07.151931

    		2.5 ms

  





  

    		2021-05-23 09:44:09.40044

    		0.7 ms

  





  

    		2021-05-23 10:44:11.764208

    		0.7 ms

  





  

    		2021-05-23 11:44:14.346504

    		1.5 ms

  





  

    		2021-05-23 12:44:16.909476

    		0.7 ms

  





  

    		2021-05-23 13:44:18.650525

    		1.2 ms

  





  

    		2021-05-23 14:44:21.696599

    		0.1 ms

  





  

    		2021-05-23 15:44:23.97656

    		0.7 ms

  





  

    		2021-05-23 16:44:26.127804

    		1.0 ms

  





  

    		2021-05-23 17:44:27.852912

    		2.7 ms

  





  

    		2021-05-23 18:44:31.33752

    		1.0 ms

  





  

    		2021-05-23 19:44:33.415657

    		-1.1 ms

  





  

    		2021-05-23 20:44:35.391436

    		0.5 ms

  





  

    		2021-05-23 21:44:37.82339

    		1.5 ms

  





  

    		2021-05-23 22:44:40.290846

    		0.9 ms

  





  

    		2021-05-23 23:44:43.939754

    		-0.4 ms

  





  

    		2021-05-24 00:44:47.508149

    		1.0 ms

  





  

    		2021-05-24 01:44:49.776936

    		2.6 ms

  





  

    		2021-05-24 02:44:52.536271

    		2.1 ms

  





  

    		2021-05-24 03:44:55.786936

    		1.0 ms

  





  

    		2021-05-24 04:44:57.714346

    		0.5 ms

  





  

    		2021-05-24 05:44:59.140253

    		0.0 ms

  





  

    		2021-05-24 06:45:02.292847

    		0.6 ms

  





  

    		2021-05-24 07:45:04.158941

    		2.4 ms

  





  

    		2021-05-24 08:45:05.827003

    		3.7 ms

  





  

    		2021-05-24 09:45:07.631353

    		2.6 ms

  





  

    		2021-05-24 10:45:10.383433

    		0.9 ms

  





  

    		2021-05-24 11:45:14.373269

    		2.5 ms

  





  

    		2021-05-24 12:45:16.570181

    		1.9 ms

  





  

    		2021-05-24 13:45:20.064361

    		-0.4 ms

  





  

    		2021-05-24 14:45:23.407791

    		0.4 ms

  





  

    		2021-05-24 15:45:25.810101

    		0.3 ms

  





  

    		2021-05-24 16:45:28.349527

    		0.4 ms

  





  

    		2021-05-24 17:45:30.015535

    		-0.2 ms

  





  

    		2021-05-24 18:45:32.547315

    		1.2 ms

  





  

    		2021-05-24 19:45:35.060328

    		-0.1 ms

  





  

    		2021-05-24 20:45:37.457301

    		2.1 ms

  





  

    		2021-05-24 21:45:39.517189

    		-0.2 ms

  





  

    		2021-05-24 22:45:41.284832

    		2.2 ms

  





  

    		2021-05-24 23:45:43.077005

    		1.4 ms

  





  

    		2021-05-25 00:45:44.905152

    		1.5 ms

  





  

    		2021-05-25 01:45:47.206362

    		2.1 ms

  





  

    		2021-05-25 02:45:49.040789

    		0.4 ms

  





  

    		2021-05-25 03:45:51.355665

    		3.0 ms

  





  

    		2021-05-25 04:45:53.656223

    		0.2 ms

  





  

    		2021-05-25 05:45:56.581602

    		2.5 ms

  





  

    		2021-05-25 06:45:58.250524

    		3.4 ms

  





  

    		2021-05-25 07:46:00.539323

    		1.9 ms

  





  

    		2021-05-25 08:46:02.486345

    		-0.7 ms

  





  

    		2021-05-25 09:46:05.182133

    		-1.0 ms

  





  

    		2021-05-25 10:46:07.849586

    		-0.1 ms

  





  

    		2021-05-25 11:46:10.720498

    		-0.2 ms

  





  

    		2021-05-25 12:46:13.293218

    		-1.0 ms

  





  

    		2021-05-25 13:46:15.246318

    		2.8 ms

  





  

    		2021-05-25 14:46:18.074975

    		0.6 ms

  





  

    		2021-05-25 15:46:20.067319

    		1.1 ms

  





  

    		2021-05-25 16:46:22.313576

    		3.4 ms

  





  

    		2021-05-25 17:46:24.877227

    		2.8 ms

  





  

    		2021-05-25 18:46:26.566576

    		1.9 ms

  





  

    		2021-05-25 19:46:29.60373

    		3.4 ms

  





  

    		2021-05-25 20:46:32.129286

    		3.4 ms

  





  

    		2021-05-25 21:46:34.135727

    		3.0 ms

  





  

    		2021-05-25 22:46:35.923137

    		-0.5 ms

  





  

    		2021-05-25 23:46:38.778962

    		0.5 ms

  





  

    		2021-05-26 00:46:40.777634

    		-2.2 ms

  





  

    		2021-05-26 01:46:43.549428

    		-0.8 ms

  





  

    		2021-05-26 02:46:45.373337

    		-0.6 ms

  





  

    		2021-05-26 03:46:47.254118

    		2.5 ms

  





  

    		2021-05-26 04:46:49.725819

    		0.6 ms

  





  

    		2021-05-26 05:46:51.124689

    		1.3 ms

  





  

    		2021-05-26 06:46:53.510237

    		1.1 ms

  





  

    		2021-05-26 07:46:56.176771

    		5.1 ms

  





  

    		2021-05-26 08:46:58.315941

    		0.9 ms

  





  

    		2021-05-26 09:47:00.746173

    		2.2 ms

  





  

    		2021-05-26 10:47:03.151082

    		-0.1 ms

  





  

    		2021-05-26 11:47:05.301355

    		0.2 ms

  





  

    		2021-05-26 12:47:07.289115

    		-0.6 ms

  





  

    		2021-05-26 13:47:10.698605

    		-5.5 ms

  





  

    		2021-05-26 14:47:13.404587

    		1.1 ms

  





  

    		2021-05-26 15:47:15.271443

    		2.4 ms

  





  

    		2021-05-26 16:47:18.215513

    		0.1 ms

  









###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2021-05-26 17:05:35.863 UTC

    		155.4.222.85

    		Adam Cocozza (AC) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-05-26 17:11:30.697 UTC

    		155.4.222.85

    		Adam Cocozza (AC) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-05-12 13:36:00 UTC.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.



